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representative of location of back up file in order to create index 
for accessing back up file 

Original Titles : 

Systems and methods for backing up data files 

Alerting Abstract ...NOVELTY - A dynamic replication process in back - 
up server , records changes in a journal file made by an operating 
agent on the data server . One version of the back up file is then 
stored in a long term recording medium like tape. A catalog process 
records meta data representative of the locations of one version of 
the back up file on the storage medium, to create an index for 
accessing the back up file . USE - For maintaining back up files 
for server on computer network. . . 

. . .ADVANTAGE - Provides a safe point signal for determining when to store 
an amended target data file to a long term medium such as tape. 
Allows user to choose network consumption limit during working hours and 
allows unlimited consumption at other times. Provides continuous back up 

of data stored on the computer network. Provides a secure restore 
process for determining access right of a party that is reguesting to 
restore a version of a target data file . 
... 



...DESCRIPTION OF DRAWINGS - The figure shows the flowchart explaining the 
process for synchronizing identified source data files with target 
data files to create a baseline data structure at the backup server 
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record the changes to a respective journal file, and as the dynamic 
replication process detects that the journal files contain data, the 
journal files are transferred or copied to the back up server so 
that the captured changes can be written to the appropriate ones of the 
target data files . 
Claims : 

We claim: 1. A system for backing up at least one source data file , 
comprising a data server havingstorage for the at least one source 
data file, andan agent operating on the data server and capable of 
dynamically detecting changes to the at least one source data file 
and capable of recording detected changes within a journal file , a 
back up server having storage for at least one back up file, a 
dynamic replication process, responsive to data within the journal file 
for writing the changes to the at least one back up file to mirror 
changes made to the at least one source data file, a long term storage 
system for recording that at least one back up file to a storage 
medium in response to the operation of the dynamic replication process, 
thereby storing at least one version of the at least one back up file 
on the storage medium , anda catalog process for recording metadata 
representative of locations of the at least one version of the at least 

one back up file on the storage medium, to create an index for 
accessing the at least one version of the at least one back up file. 
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(57) ABSTRACT 

The invention provides systems and methods for continuous 
back up of data stored on a computer network. To this end 
the systems of the invention include a synchronization 
process that replicates selected source data files data stored 
on the network and to create a corresponding set of repli- 
cated data files, called the target data files, that are stored on 
a back up server. This synchronization process builds a 
baseline data structure of target data files. IN parallel to this 
synchronization process, the system includes a dynamic 
replication process that includes a plurality of agents, each 
of which monitors a portion of the source data files to detect 
and capture, at the byte-level, changes to the source data 
files. Each agent may record the changes to a respective 
journal file, and as the dynamic replication process detects 
that the journal files contain data, the journal files are 
transferred or copied to the back up server so that the 
captured changes can be written to the appropriate ones of 
the target data files. 
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in C, Hayden Publishing (1983) Moreover, although the 
figures graphically depict the agent processes 30, synchro- 
nization replication process 40 and other processes as func- 
tional block elements, it will be apparent to one of ordinary 
skill in the art that these elements can be realized as 
computer programs or portions or computer programs that 
are capable of running on the data processor platforms to 
thereby configure the data processors as a system according 
to the invention. 

Those skilled in the art will know or be able to ascertain 
using no more than routine experimentation, many equiva- 
lents to the embodiments and practices described herein. 
Accordingly, it will be understood that the invention is not 
to be limited to the embodiments disclosed herein, but is to 
be understood from the following claims, which are to be 
interpreted as broadly as allowed under the law. 

We claim: 

1. A system for backing up at least one source data file, 
comprising a data server having 

storage for the at least one source data file, and 

an agent operating on the data server and capable of 
dynamically detecting changes to the at least one 
source data file and capable of recording detected 25 
changes within a journal file, 

a back up server having storage for at least one back up 
file, 

a dynamic replication process, responsive to data within 30 
the journal file for writing the changes to the at least 
one back up file to mirror changes made to the at least 
one source data file, 

a long term storage system for recording that at least one 
back up file to a storage medium in response to the 35 
operation of the dynamic replication process, thereby 
storing at least one version of the at least one back up 
file on the* storage medium, and 

a catalog process for recording metadata representative of 40 
locations of the at least one version of the at least one 
back up file on the storage medium, to create an index 
for accessing the at least one version of the at least one 
back up file. 

2. A system according to claim 1, wherein the catalog 45 
process includes means for storing security metadata asso- 
ciated with the at least one version of the at least one back 
up file and representative of user access rights for the at least 
one version of the at least one back up file. 

3. A system according to claim 2, further including a 50 
secure restore process for determining the access rights of a 
party requesting to restore a version of the at least one back 
up file, and for comparing the access right of the party with 
the access rights associated with the version of the at least 
one back up file to be restored. 

4. A system according to claim 3, wherein the secure 
restore process includes means, responsive to the compari- 
son of access rights of the party and access rights associated 
with the version of the at least one back up file, to determine 
whether the party may view metadata associated with the 
version of the at least one back up file. 

5. A system according to claim 3, wherein the secure 
restore process includes means, responsive to the compari- 
son of access rights of the party and access rights associated 
with the version of the at least one back up file, to determine 
whether the party may restore the version of the at least one 
back up file. 
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6. A system for creating back up files for data files stored 
on a computer network, comprising 

a data server having a source data file, 

a backup process for identifying changes in the source 
data file and for writing the changes to a target data file 
to mirror changes made to the source data file, 

a long term storage system for recording the target file to 
a storage medium in response to the operation of the 
back up process, thereby storing versions of the target 

% file on the storage medium, 

a catalog process for recording metadata representative of 
locations of the versions of the target files on the 
storage medium and security data associated with the 
versions of the target data file and representative of user 
access rights for the versions of the target data file, and 

a secure restoration process for employing the security 
data to analyze access rights in response to a request to 
access the versions of the target file. 

7. A system for backing up at least one source data file, 
comprising 

a data server having storage for at least one source data 
file, 

a back up process for identifying changes in the at least 
one source data file and for writing the changes to at 
least one back up file to mirror changes made to the at 
least one source data file, 

a long term storage system for recording the at least one 
back up file to a storage medium in response to the 
operation of the back up process, thereby storing at 
least one version of the at least one back up file on the 
storage medium, 

a catalog process for recording metadata representative of 
locations of the at least one version of the at least one 
back up file on the storage medium and security data 
associated with the at least one version of the at least 
one back up file and representative of user access rights 
for the at least one version of the at least one back up 
file, and 

a secure restoration process for employing the security 
data to analyze access right in response to a request to 
access the at least one version of the at least one back 
up file. 

8. A system for backing up at least one source data file, the 
system comprising: 

a data serving having 

storage for the at least one source data file, and 

an agent operating on the data server and capable of 
dynamically detecting changes to the at least one 
source data file and capable of recording detected 
changes within a journal file; 

a back up server having storage for at least one back up 
file; 

a dynamic replication process responsive to data within 
the journal file for modifying the at least one back up 
file based on the journal file; 

a long term storage system for recording the at least one 
back up file to a storage medium in response to the 
operation of the dynamic replication process, thereby 
storing at least one version of the at least one back up 
file on the storage medium; and 

a catalog process for recording metadata representative of 
locations of the at least one version of the at least one 
back up file on the storage medium, to create an index 
for accessing the at least one version of the at least one 
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back up file, wherein the catalog process is capable of 
storing securing metadata associated with the at least 
one version of the at least one back up file and 
representative of user access rights for the at least one 
version of the at least one back up file. 5 

9. The system of claim 8, further comprising: 

a secure restore process for determining the access rights 
of a party requesting to restore a version of the at least 
one back up file and comparing the access rights of the 
party with the access rights associated with the version 10 
of the at least one back up file to be restored. 

10. The system of claim 9, wherein responsive to the 
comparison of access rights of the party and access rights 
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26 

associated with the version of the at least one back up file, 
the secure restore process is capable of determining whether 
the party may view metadata associated with the version of 
the at least one back up file. 

11. The system of claim 9, wherein, responsive to the 
comparison of access rights of the party and access rights 
associated with the version of the at least one back up file, 
the secure restore process is capable of determining whether 
the party may restore the version of the at least one back up 
file. 

***** 
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...the user can freely access any file without any specific knowledge on 
the current physical location of the file . The system reduces the 
maintenance and monitoring requirements. The architecture provides 
distributed parity groups that are integrated into distributed file storage 
system technology, to optimize use of disk resources by moving frequently 
and infrequently accessed data blocks between drives to maximize 
throughput and capacity utilization of each drive. Also increases storage 

■ • • 
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Original Abstracts: 

...file system with variable parity groups is described. The integrated 
distributed file system includes a first file server that is operably 
connected to a network fabric and a second file server that is operably 
connected to the network fabric. The integrated distributed file system 
further includes file system metadata that includes a first portion of 
the file system metadata that is loaded on the first file server 
and a second portion of the file system metadata that is loaded on 
the second file server . The file system metadata specifies at 
least a portion of a directory structure that aggregates files stored by 
the first file server and by the second file server to allow a 
client computer that is operably connected to the network fabric to 
locate files stored by the first file server and files stored by the 
second file server without prior knowledge as to which file server 
stores a desired file . The file system metadata further organizes 
file data into distributed parity groups. Each distributed parity group 
includes one or more data blocks and a parity block. The file system 
metadata includes disk identifier data and disk address data for 



each of the data blocks and for the parity block. 
Claims : 

What is claimed is: b 1 /b . A distributed file storage system, 
comprising: a first file server operably connected to a network fabric; a 
second file server operably connected to said network fabric; file system 
metadata, a first portion of said file system metadata loaded on said 
first file server ; and a second portion of said file system 
metadata loaded on said second file server, said file system 
metadata specifying at least a portion of a directory structure that 
aggregates files stored by said first file server and said second 
file server to allow a client computer operably connected to said 
network fabric to locate files stored by said first file server and 
files stored by said second file server without prior knowledge as to 
which file server stores a desired file, said file system metadata 
further organizing file data into distributed parity groups, each 
distributed parity group comprising one or more data blocks and a parity 
block, said file system metadata comprising disk identifier data 
and disk address data for each of said data blocks and said parity block 
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Database change propagation method in database management system, 
involves migrating data from source table to target table by executing 
multiple select statements 

Alerting Abstract ...NOVELTY - An independent key representing migration 
of source table is obtained from log file (1). A condensed table (4) 
is generated with records representing each data row changed in source 
table according to key. A file containing insert, update and delete 
statements (8-10) is generated for each source table. A target table (15) 
is updated based on commands in insert statement file generated from 
respective source table. USE - For propagating change during migration of 
source table to target table in database management system (DBMS... 

...ADVANTAGE - Enables propagation change by migrating source table to 
target table, thereby avoiding rescanning and recreating source and target 
table. Performs... 

...DESCRIPTION OF DRAWINGS - The figure shows an explanatory view of the 
database change propagation method. . . 

... 4 condensed table . . . 

... 9 update statement. . . 

Title Terms/Index Terms/Additional Words: DATABASE ; ... 
. . . MIGRATION ; 

Original Publication Data by Authority 



Original Abstracts: 

A change propagation method for a migration from a source table to a 
target table in a DBMS which uses the log... 



\ 



...this log file a last data-independent key is derived to represent an 
immediate previous migration and a condense table is generated with 
records representing before and after images of a data, row which has 
changed in the source table. For each source table in a migration 
definition files containing delete statements, update statements, an 
insert table and an ignore file are provided. A target table is updated 
based upon commands in an insert statement file generated from the 
migration statement, the ignore file , the source table and the insert 
table . 
Claims : 

I claim: 1. A method of change propagation in a migration from at least 
one source table to a target table in a database management system 
for a database containing said source table and having a log in which 
each specific record has a data-independent key. . . 

...records than for older records, the method comprising : for supporting a 
change-propagation process for migrations that use more than one 
source-table instance for single-table subcondition traceable migrations 
, f or supporting a change-propagation process for fixed environment 
traceable migrations , for supporting a change-propagation process for 
fixed environment traceable migrations without relying on a stable 
version of an optionally changeable source table, orfor supporting a 
change-propagation process for single-table instance migrations without 
relying on a stable version of an optionally changeable source table, the 
steps of: (a) deriving from said log of said database containing said 
source table a last data-independent key representing an immediately 
previous migration; (b) for a particular migration definition and the 
respective last data-independent key derived in step (a), for a source 

0 

table undergoing a change involving a migration, generating a condensed 
table containing at most two records for a record identifier of each 
data row which has changed in the source table after the completion of a 
previous migration or change propagation process, the two records being 
selected from before and after images... 

...pair of images are formed with each change; (c) for each source table 
appearing in said migration definition, eliminating redundant changes and 
from said migration definition and the condensed table, generating a 
file containing delete statements, a file containing update statements, 
an insert table and an ignore file containing instructions to ignore 
specific rows in a table; (d) thereafter: (dl) implementing deletes based 
upon the file containing delete statements and updating the target 
table correspondingly, (d2) implementing updates based upon the file 
containing update statements and updating the target table 
correspondingly, (d3) where a single source table is involved in said 
migration definition and said migration definition does not involve an 
SQL join step, implementing insert commands contained in said insert table 
and updating the target table correspondingly, and(d4) where a plurality 
of source tables are involved in said migration definition and said 
migration definition includes an SQL join step, joining each insert table 
generated from one of. . . 

. . /least parts of the other source tables of said plurality of source 
tables based upon the migration definition, the ignore file, the 
respective source table and the insert table to generate a respective 
insert statement file; and ( e ) updating said target table based upon 
commands in said insert statement file. 
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Tailored classified file deposit screen for transferring specific 
classified file between computers in workflow system, transfers tailored 
classified file and classification identifier to file server of 
computer network 



Original Titles: 

Workflow system for transferring 



a specific classified file 



Alerting Abstract . . . NOVELTY - A web pa 
tailored classified file . A classificat 
file on storage device connected to a 
classified file and the classification 
a file server of another computer, 
transferring specific classified files 
business activities such as travel expens 
items and product design process... 



ge displays the specification of a 
ion identifier identifies the 
computer network. The tailored 

identifier are transferred to 
after identif ication . . . . USE - For 

in a workflow system in off-line 
e approval, purchasing of catalog 



...and classified nature of the screens permits easy understanding and use 
by the users. Hence, minimizes the training required by the users... 

...DESCRIPTION OF DRAWINGS - The figure shows the detailed block diagram of 
the specific classified file transfer workflow system. 
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A tailored classified file deposit screen is provided by a server 
connected to a first computer network. The tailored classified file 
deposit screen is configured to transfer a specific classified file 
based on a step in a sequence of steps of a process. A display of a 
specification of the file is provided. A means to identify the file on a 
storage device connected to a second computer network is also provided. 
Finally a means to transfer the file and a classification identifier 
to the server is provided. 
Claims : 

What is claimed is: b 1 /b . A tailored classified file deposit screen 
provided by a server connected to- a first computer network wherein 
the tailored classified file deposit screen is configured to transfer a 
specific classified file , based on a step in a sequence of steps of a 
process, providing the following: a display of a specification of the 
file; means to identify the file on a storage device connected to a 
second computer network; and means to transfer the file and a 
classification identifier to the server. 
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Metadata retrieval method for multimedia objects , utilizes a 
of fingerprints generated from multimedia objects transmitted 
transmission channel 
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on a 



Original Titles: 
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FAST HASH-BASED MULTIMEDIA OBJECT METADATA RETRIEVAL.. 
Fast hash-based multimedia object metadata retrieval.. 
FAST HASH-BASED MULTIMEDIA OBJECT METADATA RETRIEVAL.. 



Alerting Abstract . . .NOVELTY - 
multimedia objects utilizes a 
fingerprints generated by a 
on a transmission channel . The 



A metadata retrieval system for 
secondary database (122) storing 

(120) from transmissions received 
server uses reference fingerprints, for 



multimedia and associated metadata , stored in a primary database 
(121) to generate the entries in the secondary database . In response to 

client requests the server searches the secondary database before the 
primary database . DESCRIPTION - Ah INDEPENDENT CLAIM is also included 

for a system for obtaining metadata for a multimedia object . 

• • • 

...USE - For obtaining metadata for multimedia objects by matching an 
object fingerprint. . . 

...ADVANTAGE - The secondary database contains a small number of 
entries, all for objects transmitted over a monitored channel, thus 
matching a client request against the secondary database will be much 
faster than matching against the primary database , only if no match is 
found in the secondary database will the primary database be 
searched. Because requests are more likely to be received for objects 
transmitted over the monitored transmission channel, the average time 
required to match a fingerprint is significantly reduced . 



...DESCRIPTION OF DRAWINGS - The figure schematically shows an embodiment 
of a server for multimedia metadata retrieval... 



. . 120 Server 



...121 Primary database 
. • • 

...122 Secondary database. 
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Original Abstracts: 

When a client requests metadata for a multimedia object , a server 
(120) computes a fingerprint for the multimedia object and matches it 
against entries stored in a primary database (121) . Additionally, the 
server system (120) monitors one or more transmission channels such as 
radio broadcast channels, and computes transmission fingerprints for 
transmissions on those channels. The transmission fingerprints are 
matched with the fingerprints stored in the primary database (121), and 
if a match is found, an entry for the identified transmission is then 
added to the secondary database (122). Preferably this entry contains 
the transmission fingerprint. Subsequent matches are then first 
performed against the secondary database (122) and only upon 
unsuccessful matches also matched against the primary database (121) . 
Also covers the method and a computer program product for performing the 
method. . . 

. . .When a client requests metadata for a multimedia object , a server 
( b 120 /b ) computes a fingerprint for the multimedia object and matches 
it against entries stored in a primary database ( b 121 /b ) . 
Additionally, the server system ( b 120 /b ) monitors one or more 
transmission channels such as radio broadcast channels, and computes 
transmission fingerprints for transmissions on those channels. The 
transmission fingerprints are matched with the fingerprints stored in the 



I 



primary database ( b 121 /b ) , and if a match is found, an entry for the 
identified transmission is then added to the secondary database 
( b 122 /b ) . Preferably this entry contains the transmission 
fingerprint. Subsequent matches are then first performed against the 
secondary database ( b 122 /b ) and only upon unsuccessful matches also 
matched against the primary database { b 121 /b ) . Also covers the 
method and a computer program product for performing the method. . . 

. . .When a client requests metadata for a multimedia object , a server 
(120) computes a fingerprint for the multimedia object and matches it 
against entries stored in a primary database (121) . Additionally, the 
server system (120) monitors one or more transmission channels such as 
radio broadcast channels, and compute's transmission fingerprints for 
transmissions on those channels. The transmission fingerprints are 
matched with the fingerprints stored in the primary database (121), and 
if a match is found, an entry for the identified transmission is then 
added to the secondary database (122) . Preferably this entry contains 
the transmission fingerprint. Subsequent matches are then first 
performed against the secondary database (122) and only upon 
unsuccessful matches also matched against the primary database (121) . 
Also covers the method and a computer program product for performing the 
method. . . 

...donnees primaire (121). De plus, le systeme serveur (120) controle un ou 
plusieurs canaux de transmission tels que des canaux de radiodif fusion, 
et calcule des empreintes digitales de transmission pour les 
transmissions sur lesdits canaux. Les empreintes digitales de 
transmission sont comparees aux empreintes digitales enregistrees dans la 
base de donnees primaire (121), et si une correspondance est trouvee, une 
entree pour la transmission identifiee est ajoutee a une base de donnees 
secondaire (122). Ladite entree contient de preference l 1 empreinte digitale 
de transmission . Des comparaisons suivantes sont ensuite effectuees, tout 
d'abord avec la base de donnees secondaire... 
Claims : 

. . .A computer-implemented method of obtaining metadata for a multimedia 
object in response to a request received from a client (110) over a 
network (115) by matching an object fingerprint for the multimedia object 
against entries stored in a primary database (121) comprising 
fingerprints and respective associated sets of metadata , b characterized 
by /b computing a transmission fingerprint for a portion of a further 
multimedia object transmitted on a monitored transmission channel, 
matching the transmission fingerprint with the fingerprints stored in the 

primary database (121), adding an entry comprising at least a 
fingerprint for the further multimedia object in a secondary database 
(122) upon a successful match, and obtaining the metadata by matching the 

object fingerprint against entries stored in the secondary database 
(122) and only matching against the primary database (121) if said 
matching against the secondary database (122) fails... 

...a une demande recue d'un client (110) sur un reseau (115) en recherchant 
une concordance entre une empreinte d'objet pour l f objet multimedia et 
de^ entrees enregistrees dans une... 

. . . et des series associees respectives de metadonnees, b caracterise 
par /b le calcul d f une empreinte de transmission pour une partie d'un 
objet multimedia complet transmis sur un canal de transmission 
controle, la recherche de concordance entre l'empreinte de transmission 



et les empreintes enregistrees dans la base de donnees primaire (121), 
l 1 addition d'une... 

...pour 1'objet multimedia complet dans une base de donnees secondaire 
(122) en cas de concordance reussie et l ! obtention des metadonnees en 
recherchant une concordance entre 1 1 empreinte de l'objet et les entrees 
enregistrees dans la base de donnees secondaire (122) et en recherchant une 

concordance uniquement dans la base de donnees primaire (121) si ladite 
recherche de concordance dans la base de donnees secondaire (122) echoue 
. » » 

. . . 1 /b . A method of obtaining metadata for a multimedia object by 
matching an object fingerprint for the multimedia object against entries 
stored in a primary database , characterized by computing a 
transmission fingerprint for a portion of a further multimedia object 
transmitted on a transmission channel, matching the transmission 
fingerprint with the fingerprints stored in the primary database , 
adding an entry for the further multimedia object in a secondary 
database upon a successful match, and obtaining the metadata by matching 
the fingerprint against entries stored in the secondary database and 
only matching against the primary database if said matching against the 
secondary database fails . 
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ABSTRACT 



When a client requests metadata for a multimedia object, a 
server (120) computes a fingerprint for the multimedia 
object and matches it against entries stored in a primary 
database (121). Additionally, the server system (120) moni- 
tors one or more transmission channels such as radio broad- 
cast channels, and computes transmission fingerprints for 
transmissions on those channels. The transmission finger- 
prints are matched with the fingerprints stored in the primary 
database (121), and if a match is found, an entry for the 
identified transmission is then added to the secondary data- 
base (122). Preferably this entry contains the transmission 
fingerprint. Subsequent matches are then first performed 
against the secondary database (122) and only upon unsuc- 
cessful matches also matched against the primary database 
(121). Also covers the method and a computer program 
product for performing the method. 
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that those skilled in the art will be able to design many 
alternative embodiments without departing from the scope 
of the appended claims. 

[0077] For instance, the fingerprint for the multimedia 
object 101 can alternatively be computed by a fingerprinting 
module in the mobile phone 110, rather than by the finger- 
printing module 202 in the server 120. This way, only the 
fingerprint itself has to be transmitted to the server 120, and 
'the fingerprinting module 202 can be omitted from the 
server 120. As the fingerprint is usually smaller than the 
portion of the multimedia object 101 from which it was 
computed, this achieves a substantial bandwidth reduction. 
The construction and operation of a mobile phone equipped 
with a fingerprinting module is explained in international 
patent application WO 02/17135 (attorney docket 
PHNL000469). 

[0078] The database 121 could be distributed over mul- 
tiple physical computers systems, to reduce the workload of 
each individual system. The contents of the database 121 
could also be distributed over a plurality of clients in a file 
sharing network, as is explained in international patent 
application PCT/IB02/04605 (attorney docket 
PHNL010874). 

[0079] The contents of the database 121 can be made 
available for free, or only to paying subscribers. Alterna- 
tively, a fee could be charged for every query performed on 
the database 121. The amount of metadata returned to the 
client in response to submitting a fingerprint could also be 
varied: the free service returns only artist and title, and the 
subscription -based service returns all the metadata available 
in the database, for example. 

[0080] The secondary database 122 can in practice be 
realized as one or more tables in the primary database 121, 
although this may make access times to the database slower 
as the size of the database (preferably held in working 
♦ memory) now increases. 

[0081] In the claims, any reference signs placed between 
parentheses shall not be construed as limiting the claim. The 
word "comprising" does not exclude the presence of ele- 
ments or steps other than those listed in a claim. The word 
"a" or "an" preceding an element does not exclude the 
presence of a plurality of such elements. 

[0082] The invention can be implemented by means of 
hardware comprising several distinct elements, and by 
means of a suitably programmed computer. In the device 
claim enumerating several means, several of these means 
can be embodied by one and the same item of hardware. The 
mere fact that certain measures are recited in mutually 
different dependent claims does not indicate that a combi- 
nation of these measures cannot be used to advantage. 

1. A method of obtaining metadata for a multimedia object 
by matching an object fingerprint for the multimedia object 



against entries stored in a primary database, characterized by 
computing a transmission fingerprint for a portion of a 
further multimedia object transmitted on a transmission 
channel, matching the transmission fingerprint with the 
fingerprints stored in the primary database, adding an entry 
for the further multimedia object in a secondary database 
upon a successful match, and obtaining the metadata by 
matching the fingerprint against entries stored in the sec- 
ondary database and only matching against the primary 
database if said matching against the secondary database 
fails. 

2. The method of claim 1, further comprising receiving at 
least a portion of the multimedia object and computing the 
object fingerprint over the received portion. 

3. The method of claim 1, in which the entry for the 
further multimedia object comprises the transmission fin- 
gerprint. 

4. The method of claim 1, in which the entry for the 
further multimedia object comprises a fingerprint for an 
entry in the primary database matching the transmission 
fingerprint. 

5. The method of claim 1, in which a transmission 
fingerprint is computed for plural further multimedia objects 
transmitted on respective transmission channels. 

6. The method of claim 1, further comprising recording at 
least a portion of the obtained metadata and an identifier for 
the transmission channel in a transmission monitoring log- 
file. 

7. The method of claim 1, further comprising removing a 
previous entry associated with a particular transmission 
channel from the secondary database upon adding the entry 
for the further multimedia object, associated with that par- 
ticular transmission channel to the secondary database. 

8. A system arranged for obtaining metadata for a multi- 
media object comprising matching means for matching an 
object fingerprint for the multimedia object against entries 
stored in a primary database, characterized by transmission 
monitoring means for recording a portion of a further 
multimedia object transmitted on a transmission channel and 
fingerprinting means for computing a transmission finger- 
print for the portion, the matching means being arranged for 
matching the transmission fingerprint with the fingerprints 
stored in the primary database, adding an entry for the 
further multimedia object in a secondary database upon a 
successful match, and obtaining the metadata by matching 
the fingerprint against entries stored in the secondary data- 
base and only matching against the primary database if said 
matching against the secondary database fails. 

9. The system of claim 8, further comprising receiving 
means for receiving at least a portion of the multimedia 
object, the fingerprinting means being arranged for comput- 
ing the object fingerprint over the received portion. 

10. A computer program product arranged for causing a 
processor to execute the method of claim 1. 

* * * * * 
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Data compression process for use in storing and retrieving electronic 
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data to be stored 



Alerting Abstract ...NOVELTY - Data is stored in the form of a dictionary 
database containing one copy of all repetitive elements found in the data 



to be stored and two lists of location pointers . The first list 
contains pointers to locations in the second list which point to 
locations in the dictionary database , it may also include portions of 
text which are found only once in the data... 

...ADVANTAGE - By 'using low value pointers , i.e. containing the least 
number of bits, to point to most often repeated elements of the stored 
data , the system can reduce storage needed to hold that data . 
Searching for data items may be improved, since the first list may be 
used when searching for elements in that stored data , i.e. searching for 
a pointer rather than having to continually convert data to and from 
its compressed form. Since the indexing system effectively replaces 
common data items with pointers which act as tokens, the system can be 
applied to data encryption/decryption... 
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International Classification (Main) : G06F-017/30 . . . 
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Original Publication Data by Authority 

Original Abstracts: 

A method of storing data including the steps of providing a first index 
of first location identifiers , a second index of second location 
identifiers and a dictionary data base of data items, wherein the 
first location identifiers are adapted to identify the location of 
second location identifiers in the second index and the second 
location identifiers are adapted to identify the location of data 
items in the dictionary data base , receiving data and separating 
the data into a plurality of data items and storing the data items in a 
main data base , whereby at least one of the data items is stored in 
the main data base as at least one first location identifier , 
which identifies at least one second location identifier , which 
identifies the or each data item in the dictionary data base . 

• * • 

. . .A method of storing data including the steps of providing a first index 
of first location identifiers , a second index of second location 
identifiers and a dictionary data base of data items, wherein the 
first location identifiers are adapted to identify the location of 
second location identifiers in the second index and the second 



location identifiers are adapted to identify the location of data 
items in the dictionary data base , receiving data and separating 
the data into a plurality of data items and storing the data items in a 
main data base , whereby at least one of the data items is stored in 
the main data base as at least one first location identifier , 
which identifies at least one second location identifier , which 
identifies the or each data item in the dictionary data base . 



. . .A method of storing data including the steps of providing a first index 
of first location identifiers , a second index of second location 
identifiers and a dictionary data base of data items, wherein the 
first location identifiers are adapted to identify the location of 
second location identifiers in the second index and the second 
location identifiers are adapted to identify the location of data 
items in the dictionary data base , receiving data and separating 
the data into a plurality of data items and storing the data items in a 
main data base , whereby at least one of the data items is stored in 
the main data base as at least one first location identifier , 
which identifies at least one second location identifier , which 
identifies the or each data item in the dictionary data base . 

• • • 

... L 1 invention concerne un procede de stockage de donnees, consistant a 
fournir un premier index de premiers identif icateurs d f emplacement , un 
second index de second identif icateurs d 1 emplacement , et une base de 
donnees de dictionnaires d f articles de donnees, les premiers 
identif icateurs d 1 emplacement etant concus pour identifier 1 1 emplacement 
des seconds identif icateurs d f emplacement dans le second index , et les 
seconds identif icateurs d ' emplacement etant concus pour identifier 
1 1 emplacement des articles de donnees dans la base de donnees de 
dictionnaires; a recevoir 
Claims : 

b 1 /b . A method of storing data including the steps of providing a 
first index of first location identifiers , a second index of 
second location identifiers and a dictionary data base of data 
items, wherein the first location identifiers are adapted to identify 
the location of second location identifiers in the second index and 
the second location identifiers are adapted to identify the location 
of data items in the dictionary data base , receiving data and 
separating the data into a plurality of data items and storing the data 
items in a main data base , whereby at least one of the data items is 
stored in the main data base as at least one first location 
identifier , which identifies at least one second location identifier , 
which identifies the or each data item in the dictionary data base. 
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Application instantiation method for computer, involves extracting 
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application layers residing in computer 



Original Titles : 

... INSTANTIATION APPLICATION USING MET A DATA REPOSITORY 



. . .APPLICATION INSTANTIATION BASED UPON ATTRIBUTES AND VALUES STORED IN A 
MET A DATA REPOSITORY , INCLUDING TIERING OF APPLICATION LAYERS OBJECTS 
AND COMPONENTS. . . 

. . .Application instantiation based upon attributes and values stored in a 
meta data repository , including tiering of application layers, 
objects, and components... 

. . .Application instantiation based upon attributes and values stored in a 
meta data repository , including tiering of application layers objects 
and components. . . 

... INSTANTIATION APPLICATION USING META DATA REPOSITORY 

Alerting Abstract ...Multiple layers contain objects and interfaces to 
pass data and commands between layers. Attribute value data is extracted 
from a meta database repository and the layer residing in the 
computer is instantiated after the extraction of the attribute... 
...data manager layer and object manager layer. An INDEPENDENT CLAIM is 
also included for the database management system. . . 

. . .ADVANTAGE - Allows companies to customize their applications and to 
receive the benefits of upgrades and supports. Provides internet based 
client/ server application capable of distributing itself widely across 
the internet and supporting multiple combinations and configurations. 
Improves performance and scalability and allows developers to create 
optimum sales, marketing and service information system configurations. 
Enables easier maintenance, reduces development time. Enables developers 
to assemble new applications and utilizes from existing software components 
with. . . 

Title Terms ... /Index Terms /Additional Words: REPOSITORY ; 
Original Publication Data by Authority 

Original Abstracts : 

. . /in instantiation of multitiered applications having a user interface 
tier on the client, browser, or remote computer, from a meta data 
repository containing attributes and values of the attributes... 

...in instantiation of multitiered applications having a user interface 
tier on the client, browser, or remote computer, from a meta data 
repository containing attributes and values of the attributes... 
Claims : 

...interfaces whereby to pass data and commands between layers, said method 
comprising extracting attribute-value data from a metadatabase 
repository and instantiating the layer residing on one of said computers 

• m • 

...interfaces whereby to pass data and commands between layers, said method 
comprising extracting attribute-value data from a metadatabase 
repository and instantiating the layer residing on one of said computers 

• ■ • 

...readable program code for establishing a multi-layered, object-oriented 
software application, comprising : an object repository containing a 
plurality of object attributes and definitions, along with associated 



values; a data manager layer connected to the object repository , 
running on a first computer and operable to maintain an object-oriented 
abstraction of data within the object repository ;an object manager 
layer connected to the object repository and the data manager 
layer, running on the first computer and operable to maintain a plurality 
of business . . . 

...for communications between the layers, a user, or an external 
application, andfurther wherein the object repository contains an 
executable file for instantiating the user-interface objects in accordance 
with their ... 
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Computer network file system has file server that selects and pushes 

infrequently accessed file to another file server 
* 

Alerting Abstract . . .NOVELTY - A file server selects and transfers 
an infrequently accessed file to another file server . The file 
servers are loaded with file system meta data which allows a client 
(110) to locate files stored by the servers without prior knowledge... 
DESCRIPTION - An INDEPENDENT CLAIM is included for data storage method 



. . . ADVANTAGE - Since the infrequently accessed files are selected and 
pushed from one file server to another file server , the balance of 
unused storage capacity between the servers are improved without loading 
the server , thereby enabling the users to freely access any file without 
having specific knowledge of the file's current physical location. Hence, 
the data storage capacity and/or performance of the data storage 
system is increased without modifying the configuration of clients 
accessing the system. . . 

...DESCRIPTION OF DRAWINGS - The figure shows the block diagram of a 
server node in the distributed file storage system. . . 

Original Publication Data by Authority 
Original Abstracts: 

A data path controller architecture for a file server is described. The 
system includes a network interface for communicating with one or more 
clients and a- storage interface for communicating with one or more disk 
drives. The file server further includes a data engine that is configured 
to communicate with the storage interface to receive file data from 
the one or more disk drives. The data engine is further configured to 
communicate with the network interface to send file data to the one 
or more clients. A CPU is configured to queue transaction requests for the 
data engine in response to file requests from the one or more clients. The 
data engine is configured to receive file data in response to at 
least a portion of the transaction requests. The data engine is further 
configured to send file data to the one or more clients in response 
to at least a portion of the... 
Claims : 

What is claimed is: b 1 /b . A computer network file system, comprising: a 
first file server ;a second file server , said first file server 
configured to select an infrequently accessed file and push said 
infrequently accessed files to said second server , thereby improving a 
balance of unused storage capacity between the first server and the 
second server without substantially affecting a loading for each of the 
first and second servers ; first file system metadata loaded on said 
first file server ; and second file system metadata loaded on said 
second file server, said first file system metadata and said second 
file system metadata configured to allow a client to locate files stored 
by said first file server and files stored by said second file 
server without prior knowledge as to which file server stores said files. 
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Computer network file system for data storage and management system, 
has file server which mutually store attribute information sufficient to 
regenerate information in file system of another file server 

Alerting Abstract ...NOVELTY - A pair of file servers interconnected 
through a network store information specific to two different file 
systems. Each file server mutually stores attribute information that can 



regenerate the information file system of the other server , when a client 
computer requests the associated file. DESCRIPTION - An INDEPENDENT CLAIM is 
included for data storage method. . . 

...USE - For storing files including data such as video data , music data 
, news, etc., on server computers connected through network for data 
storage and management . . . 

. . /Provides flexible and reliable storage of files and enables retrieval of 
files from a failed server by storing attribute information of one 
server in another server , thereby improving disk space utilization. 
The file servers allow client computer connected to the network to 
locate files owned by the file servers without prior knowledge as to 
which file server owns the files... 

...DESCRIPTION OF DRAWINGS - The figure shows the block diagram of the 
meta data structures which are interlinked. 

Original Publication Data by Authority 
Original Abstracts: 

...described. The redundant dynamically distributed file system operates on 
a computer network and includes a first file server that is operably 
connected to a network fabric and a second file server that is 
operably connected to the network fabric. The redundant dynamically 
distributed file system further includes first file system information 
loaded on the first file server and second file system information 
loaded on the second file server . The first file 'system information 
and the second file system information are configured to allow a client 
computer that is operably connected to the network fabric to locate 
files owned by the first file server and files owned by the second 
fiie server without prior knowledge as to which file server owns the 
files. The first file server is configured to store information 
sufficient to regenerate the second file system information, and the 
second file server is configured to store information sufficient to 
regenerate the first file system information. 
Claims : 

What is claimed is : b 1 /b . A computer network file system, comprising: a 

first file server operably connected to a network fabric; a second 
file server operably connected to the network fabric; first file 
system information loaded on said first file server ; andsecond file 
system information loaded on said second file server, said first file 
system information and said second file system information configured 
to allow a client computer operably connected to said network fabric to 
locate files owned by said first file server and files owned by said 
second file server without prior knowledge as to which file server owns 
said files, said first file server configured to store information 
sufficient to regenerate said second file system information, and said 
second file server configured to store information sufficient to 
regenerate said first file system information. 
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Original Titles: 

...SYSTEM AND METHOD FOR MAINTAINING LARGE-GRAINED DATABASE CONCURRENCY 
WITH A LOG MONITOR INCORPORATING DYNAMICALLY REDEFINABLE BUSINESS LOGIC... 



...System and method for maintaining large-grained database concurrency 
with a log monitor incorporating dynamically redefinable business logic... 

...System and method for maintaining large-grained database concurrency 
with a log monitor incorporating dynamically redefinable business logic. . . 

. . . SYSTEM AND METHOD FOR MAINTAINING LARGE-GRAINED DATABASE CONCURRENCY 
WITH A LOG MONITOR INCORPORATING DYNAMICALLY REDEFINABLE BUSINESS LOGIC... 

Alerting Abstract ...NOVELTY - A production database (13) stores 
records of production data generated by a transaction processing system. A 
log monitor (26) dynamically analyzes the log entries generated for each 
transaction committed to the database by using rule set that specifies a 
selection criteria. The updated records of the production data 
satisfying the selection criteria are stored into an informational 
database . ... Informational database refreshing method; 
Computer-readable storage medium storing informational database 
refreshing program; System for maintaining large-grained database 
concurrence with log monitor incorporating dynamically redefined business 
logic; Method for maintaining large-grained database concurrence with log 
monitor incorporating dynamically redefined business logic; and Computer 
readable storage medium storing large-grained database concurrence 
maintenance program. . . 

...USE - Information database refreshing system for corporate 
database management system for on-line transaction processing systems and 
e-commerce systems... 

. . .ADVANTAGE - The system non-intrusively updates an informational 
database with minimal effect on production system operation and autonomous 
operations. The resource expenditures are reduced by avoiding data 
duplication and inefficient data retrieval. The business logic of selected 
data is redefined in flexible manner by updating the informational 
database with high frequency and low overhead. . . 

...OF DRAWINGS - The figure shows the block diagram of the computer 
environment that incorporates the informational database refreshing 
system. . . 

... 13 Production database 
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Original Abstracts: 

A system (10) and method (150) for maintaining large-grained database 
concurrency with a log monitor (26) incorporating dynamically redefinable 
business logic (94) are described. Operations expressed in a data 
manipulation language are executed against a source database (51) . At 
least one operation constitutes a commit operation that completes each 
database transaction. A current rule set (55) is defined. Each rule 



includes business logic (94) specifying a data selection criteria for 
records stored in the stored in the source database . A log entry (70) 
is periodically generated in a log (54) for each transaction committed to 
the source database (51). Each log entry (70) identifies an affected 
record and includes transactional data. The transaction. . . 

...in the current rule set (55). A new record (57) is built in accordance 
with metadata (56) describing a destination database (58) . The new 
record (57) contains select transactional data from the log entry (70) of 
each transaction meeting the selection criteria. The new record (57) is 
stored into the destination database (58). The data stored in the 
destination database (58) includes at least a partial subset of the 
source database (51. . . 

. . .A system and method for maintaining large-grained database concurrency 
with a log monitor incorporating dynamically redefinable business logic are 
described. Operations expressed in a data manipulation language are 
executed against a source database . At least one operation constitutes 
a commit operation that completes each database transaction. A current 
rule set is defined. Each rule includes business logic specifying a data 
selection criteria for records stored in the source database . A log 
entry is periodically generated in a log for each transaction committed to 
the source j database . Each log entry identifies an affected record and 
includes transactional data. The transaction identified in... 

...criteria specified in the current rule set. A new record is built in 
accordance with metadata describing a destination database . The new 
record contains select transactional data from the log entry of each 
transaction meeting the selection criteria. The new record is stored into 
the destination database . The data stored in the destination 
database includes at least a partial subset of the source database . 



. . .A system and method for maintaining large-grained database concurrency 
with a log monitor incorporating dynamically redefinable business logic are 
described. Operations expressed in a data manipulation language are 
executed against a source database . At least one operation constitutes 
a commit operation that completes each database transaction. A current 
rule set is defined. Each rule includes business logic specifying a data 
selection criteria for records stored in the source database . A log 
entry is periodically generated in a log for each transaction committed to 
the source database . Each log entry identifies an affected record and 
includes transactional data. The transaction identified in... 

...criteria specified in the current rule set. A new record is built in 
accordance with metadata describing a destination database . The new 
record contains select transactional data from the log entry of each 
transaction meeting the selection criteria. The new record is stored into 
the destination database . The data stored in the destination 
database includes at least a partial subset of the source database . 



...A system (10) and method (150) for maintaining large-grained database 
concurrency with a log monitor (26) incorporating dynamically redefinable 
business logic (94) are described. Operations expressed in a data 



» 



manipulation language are executed against a source database (51) . At 
least one operation constitutes a commit operation that completes each 
database transaction. A current rule set (55) is defined. Each rule 
includes business logic (94) specifying a data selection criteria for 
records stored in the stored in the source database . A log entry (70) 
is periodically generated in a log (54) for each transaction committed to 
the source database (51). Each log entry (70) identifies an affected 
record and includes transactional data. The transaction. . . 

...in the current rule set (55). A new record (57) is built in accordance 
with metadata (56) describing a destination database (58). The new 
record (57) contains select transactional data from the log entry (70) of 
each transaction meeting the selection criteria. The new record (57) is 
stored into the destination database (58). The data stored in the 
destination database (58) includes at least a partial subset of the 
source database (51 
Claims : 

What is claimed is: b 1 /b . A system for refreshing an informational 
database through log-based transaction monitoring, comprising: a production 
database comprising one or more tables each storing records of production 
data generated by a transaction. . . 

...file with at least one log entry generated for each transaction 
committed to the production database ;an informational database 
comprising one or more tables each storing records of informational data 
for. use by a . . . 

. . /analyzing the log entries stored into the log file using a rule set that 
specifies a data selection criteria and storing updated records 
generated from production data satisfying the data selection criteria 
into the informational database... 

...What is claimed is:l. A method for using a log associated with a 
first database to update a second database, the method comprising 
the computer-implemented steps of: based on said log that is associated with 

said first database, identifying first data; generating second 
data based on said first data; and sending said second data to said 
second database. 
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Alerting Abstract ...NOVELTY - A meta -matrix server (100) is coupled 
to information sources (130a-130e) and to a meta -matrix repository 
(110) comprising a facility (110a) communicating data to the server and a 
repository (110b) storing the various meta -models, while a user may 
select a run-time meta -model from repository (110b) which is then 
employed to access information stored in the various information sources 
corresponding to the meta -model . DESCRIPTION - A modeler (110c) imports 
data from the sources and generates meta -models .. . 

. . .100 Server 
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...110 Repositories 
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Original Abstracts : 

The present invention relates to a system (10) for generating and 
maintaining virtual and physical metadata layers in a MetaBase metadata 

repository (110b) in order to simplify and optimize the retrieval of data 
from a plurality of disparate information sources (130a-130c) . The system 
stores in a physical metadata layer of a MetaBase metadata repository 
a plurality of physical metadata elements, wherein each one of the 
physical metadata elements corresponds to the metadata elements in the 
plurality of information sources. Logical metadata elements are stored 
in the virtual metadata layer and are linked to the physical metadata 
elements in order to maintain the relationships therebetween. By 
maintaining the relationships between the physical metadata elements, 
users can initiate a data query request for data corresponding to a 
logical metadata element, and the system is configurated to retrieve the 
desired data from the relevant information sources, even in the event that 
relevant information sources maintain the data in fields having 
different data field names , that the information sources employ 
incompatible data formats, and that the relevant information sources employ 
different query languages. . . 

...The present invention relates to a system ( b 10 /b ) for generating and 
maintaining virtual and physical metadata layers in a MetaBase metadata 
repository ( b 110 /b b) in order to simplify and optimize the retrieval 
of data from a plurality of disparate information sources 

( b 130 /b a- b 130 /b c) . The system stores in a physical metadata layer 
of a MetaBase metadata repository a plurality of physical metadata 
elements, wherein each one of the physical metadata elements corresponds 

to the metadata elements in the plurality of information sources. 
Logical metadata elements are stored in the virtual metadata layer and 
are linked to the physical metadata elements in order to maintain the 
relationships therebetween. By maintaining the relationships between the 
physical metadata elements, users can initiate a data query request for 
data corresponding to a logical metadata element, and the system is 
configurated to retrieve the desired data from the relevant information 
sources, even in the event that relevant information sources maintain the 
data in fields having different data field names , that the 
information sources employ incompatible data formats, and that the relevant 
information sources employ different... 

...The present invention relates to a system (10) for generating and 
maintaining virtual and physical metadata layers in a MetaBase 
metadata repository (110b) in order to simplify and optimize the retrieval 
of data from a plurality of disparate information sources (130a-130c) . The 
system stores in a physical metadata layer of a MetaBase metadata 
repository a plurality of physical metadata elements, wherein each one 
of the physical metadata elements corresponds to the metadata elements 
in the plurality of information sources. Logical metadata elements are 
stored in the virtual metadata layer and are linked to the physical 
metadata elements in order to maintain the relationships therebetween. By 
maintaining the relationships between the physical metadata elements, 
users can initiate a data query request for data corresponding to a 
logical metadata element, and the system is configurated to retrieve the 
desired data from the relevant information sources, even in the event that 
relevant information sources maintain the data in fields having 



different data field names , that the information sources employ 
incompatible data formats, and that the relevant information sources employ 
different ... 
Claims : 

...an information source having storage spaces, each said storage space 
configured to store types of data defined by physical metadata 
elements; a metadata repository configured to store two sets of 
metadata elements, wherein a first set of said metadata elements 
comprises said physical metadata elements of said information source, 
and wherein said second set of metadata elements comprises logical 
metadata elements, each of which correspond to at least one physical 
metadata element of said first set; anda MetaMatrix server coupled to 
said metadata repository and to said information source, wherein said 
MetaMatrix server is configured to receive a query request for a 
logical metadata element from a user via an application programming 
interface, and to retrieve from said information source the data defined 
by the corresponding physical metadata element. 
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...coupled to local memory cache and remote memory storage system to store, 
process, retrieve and transmit requested data to client 

Alerting Abstract ...a communication pathway. The storage system stores, 
processes requests, retrieves from the storage system and transmits the 
requested data to the client with annotated version information. . . . 
included for a method of maintaining a functional client side data cache 
coherence distributed across database servers and clients... 

...USE - Used for maintaining a functional coherent database cache 
distributed across both database server and client... 

...system maintains client side data caches for read operations while 
maintaining functional coherence with a server side data cache, thereby 
allowing remote clients to access recently accessed, server based data 
locally without any required network communication or server 
interaction. The system has a database client cache synchronization 
mechanism, hence reducing unpredictable and erroneous application 
behavior as the clients attempt to collaborate. . . 

. . . 4 30 Server 
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Original Abstracts: 

The present invention provides functional client side data cache coherence 



I 



distributed across database servers and clients. This system includes an 
application resident on a client operable to request... 

...for specified data, retrieve the specified data from within the remote 

memory storage system, and transmit the requested data to the client 

with annotated version information . The data received by the client 

is verified as being coherent with any downstream linked information 

stored in the client's local memory cache. Otherwise, updated coherent 

data is requested, received and verified prior to being used by the 

client and its resident applications... 
♦ 

...The present invention provides functional client side data cache 
coherence distributed across database servers and clients. This system 
includes an application resident on a client operable to request... 

...for specified data, retrieve the specified data from within the remote 
memory storage system, and transmit the requested data to the client 
with annotated version information .. The data received by the client 
is verified as being coherent with any downstream linked information 
stored in the client's local memory cache. Otherwise, updated coherent 
data is requested, received and verified prior to being used by the 
client and its resident applications. 
Claims : 

...claimed is: b 1 /b . A system for maintaining functional client side, 
data cache coherence distributed across database servers and clients, 
comprising: an application resident on a client operable to request access 
to ... 

...wherein said remote memory storage system is operable to store at least 
one piece of stored . data , receive a request for at least one piece of 
specified data, retrieve said at least one piece of specified data from 
said at least one piece of stored data, and transmit said at least one 
piece of specified data to said client, and wherein said at least one 
piece of specified data provided. . . 

. . . k What is claimed is:l. A system for maintaining functional client side 
data cache coherence for database caches distributed across database 
servers and clients, comprising: a database file comprising a plurality 
of data records including one or more linkages between data 
records; an application resident on a database client operable to request 
access to at least one piece of specified data within a record within the 
database file, and wherein said client is coupled to a local memory cache, 
wherein said local memory cache is operable to store a plurality of data 

records and version information related to the plurality of data 
records, the version information comprising first values representing 
versions related to the data records and second value representing 
versions related to the database file, wherein the application is 
configured to utilize the version information to determine whether 
locally cached data records have valid links with respect to each 
other; and a remote memory storage system configured to manage the 
database file and coupled to said client by a communication pathway, 
wherein said remote memory storage system is operable to receive the 
request for at least one piece of specified data, to retrieve the data 
record for the specified data from the database file or a remote cache, 

and to transmit the data record and associated version information; 
wherein the database file further comprises a plurality of page, each page 
including portion of one or more data records, and wherein version 
information is associated with each page individually; wherein said 



application verifies that any page received from the remote memory 
storage system is coherent with linked data stored in pages within said 
local memory cache; wherein said application uses version information of 
both the page received and said linked pages stored in said local 
memory cache; wherein said version information represents a... 

...said version range of said pages overlap; andwherein said version range 
comprises a version for. when a linkage to or from a page was updated 
and a file version for when said page was downloaded to the local cache. 
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ABSTRACT 



The present invention provides functional client side data 
cache coherence distributed across database servers and 
clients. This system includes an application resident on a 
client operable to request access to data, and wherein the 
client is coupled to a local memory cache operable to store 
requested date. The client is coupled to a remote memory 
storage system, such as disk storage or network resources by 
a communication pathway. This remote memory storage 
system is operable to store data, process requests for speci- 
fied data, retrieve the specified data from within the remote 
memory storage system, and transmit the requested data to 
the client with annotated version information. The data 
received by the client is verified as being coherent with any 
downstream linked information stored in the client's local 
memory cache. Otherwise, updated coherent data is 
requested, received and verified prior to being used by the 
client and its resident applications. 
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[0128] One downside of this approach is that the client can 
only compare against the latest file version it has. If the 
client becomes fully cached with its data of interest in a short 
time span, the client will have no reason to invalidate any 
pages unless an automatic invalidation mechanism kicks in. 
If this occurs, the client may invalidate pages unnecessarily. 
This could be combined with a request for invalidated pages 
to reduce unnecessary page requests. 

[0129] Another negative is that the file version does not 
represent all changes to the data, but those changes that 
affect linkages. Many changes may be made to non-indexed 
fields and this file version would remain the same. 

[0130] The current embodiment uses a combination of 
active and passive invalidation. The server keeps a list of 
changed pages for each client, and the invalidations for a 
client are added to the response to a request from that client. 
In this way, the present invention takes advantage of existing 
network traffic, reducing network overhead (as in the passive 
approach). However, to guarantee deterministic latency, a 
client will make invalidation requests to the server if too 
much time has passed since a passive (i.e. piggybacked) 
invalidation request. This active invalidation is only used 
when there is no other traffic between the client and the 
server and does so in a time-based manner that is determined 
by the client's configuration." This could either replace or 
augment all of the invalidation discussion, which was really 
discovery & not design. The server has knowledge of the 
frequency with which changes are being introduced to the 
system. If the server is able to relay this information back to 
the client, the client can adjust its invalidation mechanism 
for optimum efficiency based on the state of the system 
overall. This could be pulled either at the time of page 
requests or during invalidation requests (if that is imple- 
mented), 

[0131] Although the present invention has been described 
in detail, it should be understood that various changes, 
substitutions and alterations can be made hereto without 
departing from the spirit and scope of the invention as 
described by the appended claims. 

What is claimed is: 

1. A system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients, comprising: 

an application resident on a client operable to request 
access to at least one piece of specified data, and 
wherein said client is coupled to a local memory cache, 
wherein said local memory cache is operable to store 
said at least one piece of specified data; and 

a remote memory storage system coupled to said client by 
a communication pathway, wherein said remote 
memory storage system is operable to store at least one 
piece of stored data, receive a request for at least one 
piece of specified data, retrieve said at least one piece 
of specified data from said at least one piece of stored 
data, and transmit said at least one piece of specified 
data to said client, and wherein said at least one piece 
of specified data provided to said client is annotated 
with version information. 

2. The system for maintaining functional client side data 
cache coherence distributed across database servers and 



clients of claim 1, wherein said at least one piece of specified 
data comprises a page, node, or linkage. 

3. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 2, wherein a data file used by said applica- 
tion comprises said at least one piece of specified data. 

4. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 1, wherein said application verifies that any 
piece of specified data is coherent with linked data stored in 
said local memory cache. 

5. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 4, wherein said application uses said version 
information of both said received at least one piece of 
specified data and said linked data stored in said local 
memory cache. 

6. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 1, wherein said version information com- 
prises a version range and wherein any two pieces of data are 
coherent when said version range of said two pieces of data 
overlap. 

7. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 6, wherein said version range comprises a 
file version for when a linkage to or from a node was updated 
and a file version for when said node was downloaded to a 
clients cache. 

8. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 7, wherein said node comprises data, pages 
or links. 

9. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 1, wherein any w rites to said data stored in 
either said local memory cache or said remote memory 
storage system are processed by said remote memory stor- 
age system prior to executing said write. 

10. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 1, wherein said specified data transmitted 
from said remote memory storage system is transmitted as 
part of a data payload, wherein said payload comprises 
normal data, invalidation information and an invalidation 
header. 

11. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 10, wherein said normal data comprises said 
specified data annotated with version information. 

12. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 11, wherein said invalidation header is 
synchronous or asynchronous. 

13. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 11, wherein invalidations having synchro- 
nous invalidation headers are processed first. 

14. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 11, wherein if said invalidation header is 
asynchronous, said invalidation is placed in an invalidation 
queue to be processed. 
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15. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 14, wherein a user specifies a frequency for 
processing said invalidation queue. 

16. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 1, wherein said remote memory storage 
system is a local disk accessed memory system. 

17. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 1, wherein said remote memory storage 
system is a network accessed resource. 

18. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 1, wherein said client and said remote 
memory storage system can switch to a client-server mode 
for improved efficiency when needed. 

19. The system for maintaining functional client side data 
cache coherence distributed across database servers and 
clients of claim 1, wherein storing said at least one piece of 
stored data is tuned. 

20. A method for maintaining functional client side data 
cache coherence distributed across database servers and 
clients, comprising: 

requesting access to at least one piece of specified data 
from an application resident on a client, and wherein 
said client is coupled to a local memory cache; 

coupling said client to a remote memory storage system, 
wherein said remote memory storage system is oper- 
able to: 

store at least one piece of stored data; 

receive a request for at least one piece of specified data 
from said client; 

retrieve said at least one piece of specified data from 
said at least one piece of stored data; and 

transmit said at least one piece of specified data to said 
client, and wherein said at least one piece of speci- 
fied data provided to said client is annotated with 
version information; 

verifying said at least one piece of specified data is 
coherent with any downstream linked information 
stored at said client in said local memory cache; and 



storing said at least one piece of specified data in said 
local memory cache. 

21. The method of claim 20, said data comprises a page, 
node, or linkage. 

22. The method of claim 21, wherein a data file used by 
said application comprises said data. 

23. The method of claim 20, wherein said application uses 
said version information of both said received at least one 
piece of specified data and said linked data stored in said 
local memory cache to verify coherence. 

24. The method of claim 21, wherein said version infor- 
mation comprises a version range and wherein two pieces of 
data are coherent when said version range of said two pieces 
of data overlap. 

25. The method of claim 24, wherein said version range 
comprises wherein said version range comprises a file 
version for when a linkage to or from a node was updated 
and a file version for when said node was downloaded to a 
clients cache. 

26. The method of claim 20, wherein any writes to said 
data stored in either said local memory cache or said remote 
memory storage system are processed by said remote 
memory storage system prior to executing said write. 

27. The method of claim 20, wherein data transmitted 
from said remote memory storage system comprises a data 
payload, wherein said payload comprises header informa- 
tion, invalidation meta data, and normal data. 

28. The method of claim 27, wherein said normal data 
comprises said specified data annotated with version infor- 
mation. 

29. The method of claim 27, wherein said invalidation 
meta data comprises a synchronous or asynchronous header. 

30. The method of claim 28, wherein invalidations having 
synchronous invalidation headers are processed first. 

31. The method of claim 29, wherein if said invalidation 
header is asynchronous, said invalidation is placed in an 
invalidation queue to be processed. 

32. The method of claim 31, wherein a user specifies a 
frequency for processing said invalidation queue. 

33. The method of claim 20, wherein said remote memory 
storage system is a local disk accessed memory system. 

34. The method of claim 20, wherein said remote memory 
storage system is a network accessed resource. 

***** 
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(57) ABSTRACT 

The present invention provides functional client side data 
cache coherence distributed across database servers and 
clients. This system includes an application resident on a 
client operable to request access to data, and wherein the 
client is coupled to a local memory cache operable to store 
requested date. The client is coupled to a remote memory 
storage system, such as disk storage or network resources by 
a communication pathway. This remote memory storage 
system is operable to store data, process requests for speci- 
fied data, retrieve the specified data from within the remote 
memory storage system, and transmit the requested data to 
the client with annotated version information. The data 
received by the client is verified as being coherent with any 
downstream linked information stored in the client's local 
memory cache. Otherwise, updated coherent data is 
requested, received and verified prior to being used by the 
client and its resident applications. 
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quently, it is more likely that the first write will be rejected, 
but any burst writing after that point is more likely to contain 
fresh data. 

It is possible that the client cache has some timing pattern 
where it requests invalidations every so often whether an 5 
application is actively forcing server requests or not. This 

• aspect could be bypassed, and could be tuned if the timing 
described above was in place. The client has control of the 
frequency of invalidation requests since the client makes this 
decision. 10 

One downside of this is that the server is required to keep 
track of page changes that need to be sent to each client. This 
does not necessarily require multiple lists: the server could 
keep one list per file that was ordered in time and keep a 
marker for each client that will request invalidations (i.e., 15 
clients where invalidations are not bypassed) as to where the 
client was on the list. As clients move further in time down 
the list, the earlier list items can be released. This manage- 
ment does not have to be synchronous. 

An additional negative is that this will increase network 20 
traffic, Since an increase in network data traffic likely 
requires an increase in network invalidation traffic, data and 
invalidations can form race conditions, with each contend- 
ing for limited network bandwidth. 

Since the client has some indication of the range of 25 
commits that are represented by the cached data, it can 
invalidate pages that are guaranteed to be consistent, but that 
it feels may be too old based on the current version of the 
file. This determination can be tunable at the client and can 
be influenced automatically by other factors (such as server 30 
state). 

One downside of this approach is that the client can only 
compare against the latest file version it has. If the client 
becomes fully cached with its data of interest in a short time 
span, the client will have no reason to invalidate any pages 35 

* unless an automatic invalidation mechanism kicks in. If this 
occurs, the client' may invalidate pages unnecessarily. This 
could be combined with a request for invalidated pages to 
reduce unnecessary page requests. 

Another negative is that the file version does not represent 40 
all changes to the data, but those changes that affect link- 
ages. Many changes may be made to non-indexed fields and 
this file version would remain the same. 

The current embodiment uses a combination of active and 
passive invalidation. The server keeps a list of changed 45 
pages for each client, and the invalidations for a client are 
added to the response to a request from that client. In this 
way, the present invention takes advantage of existing 
network traffic, reducing network overhead (as in the passive 
approach). However, to guarantee deterministic latency, a 50 
client will make invalidation requests to the server if too 
much time has passed since a passive (i.e. piggybacked) 
invalidation request. This active invalidation is only used 
when there is no other traffic between the client and the 



tutions and alterations can be made hereto without departing 
from the spirit and scope of the invention as described by the 
appended claims. 

What is claimed is: 

1. A system for maintaining functional client side data 
cache coherence for database caches distributed across data- 
base servers and clients, comprising: 

a database file comprising a plurality of data records 
including one or more linkages between data records; 

an application resident on a database client operable to 
request access to at least one piece of specified data 
within a record within the database file, and wherein 
said client is coupled to a local memory cache, wherein 
said local memory cache is operable to store a plurality 
of data records and version information related to the 
plurality of data records, the version information com- 
prising first values representing versions related to the 
data records and second value representing versions 
related to the database file, wherein the application is 
configured to utilize the version information to deter- 
mine whether locally cached data records have valid 
links with respect to each other; and 

a remote memory storage system configured to manage 
the database file and coupled to said client by a com- 
munication pathway, wherein said remote memory 
storage system is operable to receive the request for at 
least one piece of specified data, to retrieve the data 
record for the specified data from the database file or a 
remote cache, and to transmit the data record and 
associated version information; 

wherein the database file further comprises a plurality of 
page, each page including portion of one or more data 
records, and wherein version information is associated 
with each page individually; 

wherein said application verifies that any page received 
from the remote memory storage system is coherent 
with linked data stored in pages within said local 
memory cache; 

wherein said application uses version information of both 
the page received and said linked pages stored in said 
local memory cache; 

wherein said version information represents a version 
range and wherein any two pages are coherent when 
said version range of said pages overlap; and 

wherein said version range comprises a version for when 
a linkage to or from a page was updated and a file 
version for when said page was downloaded to the local 
cache. 

2. The system of claim 1, wherein version information is 
associated with each data record individually. 

3. The system of claim 1, wherein any writes to data 
stored in either said local memory cache or said remote 
memory storage system are processed by said remote 



server and does so in a time-based manner that is determined 55 memory storage system prior to executing said write, 

by the client's configuration." This could either replace or 4. The system of claim 1, wherein said specified data 

augment all of the invalidation discussion, which was really transmitted from said remote memory storage system is 

discovery & not design. The server has knowledge of the transmitted as part of a data payload, wherein said payload 

frequency with which changes are being introduced to the comprises normal data, invalidation information and an 

system. If the server is able to relay this information back to 60 invalidation header. 



the client, the client can adjust its invalidation mechanism 
for optimum efficiency based on the state of the system 
overall. This could be pulled either at the time of page 

^ requests or during invalidation requests (if that is imple- 

* mented). 

Although the present invention has been described in 
detail, it should be understood that various changes, substi- 



5. The system of claim 4, wherein said normal data 
comprises said specified data annotated with version infor- 
mation. 

6. The system of claim 5, wherein said invalidation header 
65 is synchronous or asynchronous. 

7. The system of claim 5, wherein invalidations having 
synchronous invalidation headers are processed first. 
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8. The system of claim 5, wherein if said invalidation 
header is asynchronous, said invalidation is placed in an 
invalidation queue to be processed. 

9. The system of claim 8, wherein a user specifies a 
frequency for processing said invalidation queue. 

10. The system of claim 1, wherein said remote memory 
storage system is a local disk accessed memory system. 

11. The system of claim 1, wherein said remote mommy 
storage system is a network accessed resource. 

12. The system of claim 1, wherein said client and said 
remote memory storage system can switch to a client-server 
mode for improved efficiency when needed. 

13. The system of claim 1, wherein storing pages is tuned. 

14. A method for maintaining functional client side data 
cache coherence in database caches distributed across data- 
base servers and clients, comprising: 

requesting access to at least one piece of specified data 
within a data record within a database file utilizing an 
application resident on a client, and wherein said client 
is coupled to a local memory cache; 

coupling said client to a remote memory storage system, 
wherein said remote memory storage system is oper- 
able to: 

store a database file comprising a plurality of data 
records including one or more linkages between data 
records; 

receive a request for at least one piece of specified data 
from said client; 

retrieve from the database file or a remote cache a data 
record that includes said at least one piece of speci- 
fied data; and 

transmit said data record to said client along with 
version information related to data record, the ver- 
sion information comprising a first value represent- 
ing a version related to the data record and a second 
value representing a version related to the database 
file; 

receiving the data record and associated version informa- 
tion at the client; 

verifying the data record is coherent with any downstream 
linked data records stored at said client in said local 
memory cache; and 

storing said data record in said local memory cache, if 
coherency is determined to exist; 
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wherein the database file further comprises a plurality of 
pages, each page including portions of one or more data 
records, and wherein the version information is asso- 
ciated with each page individually; 

5 wherein said application uses version information of both 
the page received and linked pages stored in said local 
memory cache to verify coherence; 

wherein said version information represents a version 
10 range and wherein two pages are coherent when said 
version range of said two pages overlap; and 

wherein said version range comprises a version for when 
a linkage to or from a page was updated and file version 
for when said a downloaded to the local cable. 

15 15. The method of claim 14, wherein version information 
is associated with each record individually. 

16. The method of claim 14, wherein any writes to said 
data stored in either said local memory cache or said remote 
memory storage system are processed by said remote 

20 memory storage system prior to executing said write. 

17. The method of claim 14, wherein data transmitted 
from said remote memory storage system comprises a data 
payload, wherein said payload comprises header informa- 
tion, invalidation meta data, and normal data. 

25 

18. The method of claim 17, wherein said normal data 
comprises said specified data annotated with version infor- 
mation. 

19. The method of claim 17, wherein said invalidation 
30 meta data comprises a synchronous or asynchronous header. 

20. The method of claim 18, wherein invalidations having 
synchronous invalidation headers are processed first. 

21. The method of claim 19, wherein if said invalidation 
header is asynchronous, said invalidation is placed in an 

35 invalidation queue to be processed. 

22. The method of claim 21, wherein a user specifies a 
frequency for processing said invalidation queue. 

23. The method of claim 14, wherein said remote memory 
40 storage system is a local disk accessed memory system. 

24. The method of claim 14, wherein said remote memory 
storage system is a network accessed resource. 

♦ * • * * * 
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indicative of a state of the component existing during operation of the 
component; and transmitting the component data file to a repository. 
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(57) ABSTRACT 

A method is disclosed for conveying component data iden- 
tifying a component and indicating one or more states of the 
component existing during component operation (e.g., one 
or more component operating conditions). One embodiment 
of the method includes receiving a component data file 
including the component data, and transmitting the compo- 
nent data file (e.g., to a component data repository). Prior to 
the transmitting, the component data file may be compressed 
an/or encrypted. For example, a transmitted encrypted com- 
pressed component data file may be received and decrypted 
to produce a copy of a compressed component data file. The 
compressed component data file may be decompressed to 
produce a copy of the component data file, and the compo- 
nent data may be extracted from the component data file. 
Multiple component data files may be received at different 
times, compressed to produce corresponding compressed 
component data files, and the compressed component data 
files may be stored in a designated location. At a designated 
time, the compressed component data files may be retrieved, 
encrypted to produce corresponding encrypted compressed 
component data files, and the encrypted compressed com- 
ponent data files may be transmitted. A computer system 
implementing the method is described. A carrier medium is 
also described that includes program instructions for carry- 
ing out the method. The carrier medium may be, for 
example, a computer-readable storage medium such as a 
floppy disk or a compact disk read only memory (CD-ROM) 
disk. 
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including the FRU ID data to the local file server 104. The 
local file server 104 may then perform the method 600 of 
FIG. 6, thereby transmitting the FRU ID data file to the 
remote file server 108. The remote file server 108 may then 
* perform the method 700 of FIG. 7, thereby transmitting the 
FRU ID data to the FIR server 110 (FIG. 1). The FIR server 
110 may perform the method 800 of FIG. 8, thereby storing 
the FRU ID data in the FIR database 112 (FIG. 1). 

[0047] The particular embodiments disclosed above are 
illustrative only, as the invention may be modified and 
practiced in different but equivalent manners apparent to 
those skilled in the art having the benefit of the teachings 
herein. Furthermore, no limitations are intended to the 
details of construction or design herein shown, other than as 
described in the claims below. It is therefore evident that the 
particular embodiments disclosed above may be altered or 
modified and all such variations are considered within the 
scope and spirit of the invention. Accordingly, the protection 
sought herein is as set forth in the claims below. 

What is claimed is: 

1. A method for conveying component data, comprising: 

receiving a component data file comprising the compo- 
nent data, wherein the component data identifies the 
component and is indicative of a state of the component 
existing during operation of the component; and 

transmitting the component data file to a repository. 

2. The method as recited in claim 1, wherein the receiving 
comprises: 

receiving a component data file comprising the compo- 
i nent data, wherein a first portion of the component data 

comprises data that identifies the component, and 
wherein a second portion of the component data com- 
prises data acquired during operation of the component 
and associated with an operational state of the compo- 
nent. 

3. The method as recited in claim 1, wherein the receiving 
comprises: 

receiving a component data file comprising the compo- 
nent data, wherein a first portion of the component data 
comprises data that identifies the component and is 
indicative of manufacturing data associated with the 
component, and wherein a second portion of the com- 
ponent data comprises data acquired during operation 
of the component and associated with an operational 
state of the component. 

4. The method as recited in claim 1, wherein the receiving 
comprises: 

receiving a component data file comprising the compo- 
nent data, wherein a first portion of the component data 
comprises data that identifies the component, and 
wherein a second portion of the component data com- 
prises data acquired by the component during operation 
of the component and associated with an operational 
state of the component. 

5. The method as recited in claim 1, further comprising: 

receiving the component data file; and 

extracting the component data firom the component data 
file. 



6. A method for conveying component data, comprising: 

receiving a component data file comprising the compo- 
nent data, wherein the component data identifies the 
component and is indicative of a state of the component 
existing during operation of the component; 

compressing the component data file to produce a com- 
pressed component data file, wherein a size of the 
compressed component data file is less than that of the 
component data file; 

encrypting the compressed component data file to produce 
an encrypted compressed component data file; and 

transmitting the encrypted compressed component data 
file. 

7. The method as recited in claim 6, wherein the receiving 
comprises: 

receiving a component data file comprising the, compo- 
nent data, wherein a first portion of the component data 
comprises data that identifies the component, and 
wherein a second portion of the component data com- 
prises data acquired during operation of the component 
and associated with an operational state of the compo- 
nent. 

8. The method as recited in claim 6, wherein the receiving 
comprises: 

receiving a component data file comprising the compo- 
nent data, wherein a first portion of the component data 
comprises data that identifies the component and is 
indicative of manufacturing data associated with the 
component, and wherein a second portion of the com- 
ponent data comprises data acquired during operation 
of the component and associated with an operational 
state of the component. 

9. The method as recited in claim 6, wherein the receiving 
comprises: 

receiving a component data file comprising the compo- 
nent data, wherein a first portion of the component data 
comprises data that identifies the component, and 
wherein a second portion of the component data com- 
prises data acquired by the component during operation 
of the component and associated with an operational 
state of the component. 

10. The method as recited in claim 6, further comprising: 

receiving the encrypted compressed component data file; 

decrypting the encrypted compressed component data file 
to produce a copy of the compressed component data 
file; 

decompressing the compressed component data file to 
produce a copy of the component data file; and 

extracting the component data from the component data 
file. 

11. A method for conveying component data, comprising: 

performing the following for each of a plurality of com- 
ponent data files received at different times and prior to 
a designated time, wherein each of the component data 
files corresponds to a different one of a plurality of 
components: 

receiving the component data file, wherein the compo- 
nent data file comprises component data that identi- 
fies the corresponding component and is indicative 
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of a state of the corresponding component existing 
during operation of the corresponding component; 

compressing the component data file to produce a 
corresponding compressed component data file, 
wherein a size of the compressed component data file 
is less than that of the component data file; and 

storing the compressed component data file in a des- 
ignated location; 

at the designated time, performing the following for each 
of the compressed component data files stored in the 
designated location: 

retrieving the compressed component data file from the 
designated location; 

encrypting the compressed component data file to pro- 
duce a corresponding encrypted compressed compo- 
nent data file; and 

transmitting the encrypted compressed component data 
file. 

12. The method as recited in claim 11, further comprising: 

performing the following for each of the encrypted com- 
pressed component data files: 

receiving the encrypted compressed component data 
file; 

decrypting the encrypted compressed component data 
file to produce a copy of the corresponding com- 
pressed component data file; 

decompressing the compressed component data file to 
produce a copy of the corresponding component data 
file; and 

extracting the component data from the component data 
file. 

13. A computer system, comprising: 

a memory storing program instructions; and 

a central processing unit (CPU) configured to access the 
program instructions in the memory and to execute the 
program instructions; 

wherein when the CPU executes the program instructions, 
the computer system is configured to receive a com- 
ponent data file comprising component data and to 
transmit the component data file, wherein the compo- 
nent data identifies a component and is indicative of a 
state of the component existing during operation of the 
component. 

14. A carrier medium comprising program instructions for 
conveying component data, wherein the program instruc- 
tions are operable to implement: 

receiving a component data file comprising the compo- 
nent data, wherein the component data identifies the 
component and is indicative of a state of the component 
existing during operation of the component; and 

transmitting the encrypted compressed component data 
file. 

15. The carrier medium as recited in claim 14, wherein the 
carrier medium is a computer-readable storage medium. 



16. The carrier medium as recited in claim 15, wherein the 
computer-readable storage medium is a floppy disk or a 
compact disk read only memory (CD-ROM) disk. 

17. A computer system, comprising: 

a memory storing program instructions; and 

a central processing unit (CPU) configured to access the 
program instructions in the memory and to execute the 
program instructions; 

wherein when the CPU executes the program instructions, 
the computer system is configured to: (i) receive a 
component data file comprising component data, 
wherein the component data identifies a component and 
is indicative of a state of the component existing during 
operation of the component, (ii) compress the compo- 
nent data file to produce a compressed component data 
file, wherein a size of the compressed component data 
file is less than that of the component data file, (iii) 
encrypt the compressed component data file to produce 
an encrypted compressed component data file, and (iv) 
transmit the encrypted compressed component data file. 

18. A carrier medium comprising program instructions for 
conveying component data, wherein the program instruc- 
tions are operable to implement: 

receiving a component data file comprising the compo- 
nent data, wherein the component data identifies the 
component and is indicative of a state of the component 
existing during operation of the component; 

compressing the component data file to produce a com- 
pressed component data file, wherein a size of the 
compressed component data file is less than that of the 
component data file; 

encrypting the compressed component data file to produce 
an encrypted compressed component data file; and 

transmitting the encrypted compressed component data 
file. 

19. The carrier medium as recited in claim 18, wherein the 
carrier medium is a computer-readable storage medium. 

20. The carrier medium as recited in claim 19, wherein the 
computer-readable storage medium is a floppy disk or a 
compact disk read only memory (CD-ROM) disk. 

21. A carrier medium comprising program instructions for 
conveying component data, wherein the program instruc- 
tions are operable to implement: 

performing the following for each of a plurality of com- 
ponent data files received at different times and prior to 
a designated time, wherein each of the component data 
files corresponds to a different one of a plurality of 
components: 

receiving the component data file, wherein the compo- 
nent data file comprises component data that identi- 
fies the corresponding component and is indicative 
of a state of the corresponding component existing 
during operation of the corresponding component; 

compressing the component data file to produce a 
corresponding compressed component data file, 
wherein a size of the compressed component data file 
is less than that of the component data file; and 

storing the compressed component data file in a des- 
ignated location; 
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at the designated time, performing the following for each 
of the compressed component data files stored in the 
designated location: 

retrieving the compressed component data file from the 
designated location; 

encrypting the compressed component data file to pro- 
duce a corresponding encrypted compressed compo- 
nent data file; and 

transmitting the encrypted compressed component data 
file. 

22. The carrier medium as recited in claim 21, wherein the 
carrier medium is a computer-readable storage medium. 

23. The carrier medium as recited in claim 22, wherein the 
computer-readable storage medium is a floppy disk or a 
compact disk read only memory (CD-ROM) disk. 

24. A method for conveying component data, comprising: 

providing a field replaceable unit having a memory device 
configured to store component data, wherein the com- 
ponent data identifies the field replaceable unit and is 
indicative of a state of the field replaceable unit existing 
during operation of the field replaceable unit; 

accessing the field replaceable unit to retrieve the com- 
ponent data; 

generating a component data file dependent upon the 
component data; and 

transmitting the component data file. 

25. A computer system, comprising: 

a field replaceable unit including a memory device con- 
figured to store component data, wherein the compo- 
nent data identifies the field replaceable unit and is 
indicative of a state of the field replaceable unit existing 
during operation of the field replaceable unit; and 

a processing unit operably coupled to the field replaceable 
unit and to a communication medium, wherein the 
processing unit is configured to access the memory 
device, to retrieve the component data from the 
memory device, to generate a component data file 
dependent upon the component data, and to transmit 
the component data file via the communication 
medium. 

26. A system, comprising: 

a first computer system coupled to a communication 
medium and comprising a field replaceable unit, the 
field replaceable unit having a memory device config- 
ured to store component data associated with the field 
replaceable unit, the first computer system being 
adapted to access the memory device to retrieve the 
component data, to generate a component data file 
dependent upon the component data, and to transmit 
the component data file via the communication 
medium; and 

a second computer system coupled to the communication 
medium and configured to receive the component data 
file via the communication medium, and to extract the 
component data from the component data file. 



27. The system as recited in claim 26, wherein the 
component data identifies the field replaceable unit and is 
indicative of a state of the field replaceable unit existing 
during operation of the field replaceable unit. 

28. The system as recited in claim 26, wherein the first 
computer system is configured to generate and transmit the 
component data file periodically. 

29. The system as recited in claim 26, wherein the second 
computer system is configured to transmit a component data 
request to the first computer system via the communication 
medium, and wherein the first computer system is config- 
ured to generate the component data file and to transmit the 
component data file to the second computer system in 
response to the component data request. 

30. The system as recited in claim 26, wherein the second 
computer system comprises a component data repository, 
and wherein the second computer system is configured to 
store the component data in the component data repository. 

31. A method for conveying component data to a remote 
location, comprising: 

receiving a component data file comprising the compo- 
nent data at the remote location, wherein the compo- 
nent data identifies the component and is indicative of 
a state of the component existing during operation of 
the component; 

extracting the component data from the component data 
file; and 

storing the component data in a repository at the remote 
location. 

32. The method as recited in claim 31, wherein the 
receiving comprises: 

receiving a component data file comprising the compo- 
nent data at the remote location, wherein a first portion 
of the component data comprises data that identifies the 
component, and wherein a second portion of the com- 
ponent data comprises data acquired during operation 
of the component and associated with an operational 
state of the component. 

33. The method as recited in claim 31, wherein the 
receiving comprises: 

receiving a component data file comprising the compo- 
nent data at the remote location, wherein a first portion 
of the component data comprises data that identifies the 
component and is indicative of manufacturing data 
associated with the component, and wherein a second 
portion of the component data comprises data acquired 
during operation of the component and associated with 
an operational state of the component. 

34. The method as recited in claim 31, wherein the 
receiving comprises: 

receiving a component data file comprising the compo- 
nent data at the remote location, wherein a first portion 
of the component data comprises data that identifies the 
component, and wherein a second portion of the com- 
ponent data comprises data acquired by the component 
during operation of the component and associated with 
an operational state of the component. 

* * * # * 
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ABSTRACT 



Apparatus and methods consistent with the present invention 
provide for processing mailpiece information in an identi- 
fication code sorting system by an identification code server. 
In one embodiment, a primary identification code server 
receives an identification file containing identification infor- 
mation uniquely corresponding to a mailpiece. In this 
embodiment, the primary identification code server pro- 
cesses the mailpiece information and may send the identi- 
fication file to a secondary identification code server. In 
another embodiment, a secondary identification code server 
receives an identification file from a primary identification 
code server and processes the mailpiece information. 
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CONCLUSION 

[01 03] As described above, therefore, it will be apparent to 
those skilled in the art that various modifications and varia- 
tions can be made in the methods and apparatus of the 
present invention without departing from the spirit and 
scope of the invention. Thus, it is intended that the present 
invention cover the modifications and variations of this 
invention, provided they come within the scope of the 
appended claims and their equivalents. In this context, 
equivalents mean each and every implementation for carry- 
ing out the functions recited in the claims, even if not 
explicitly described herein. 

What is claimed is: 

1. A method of processing mailpiece information by a 
primary identification code server, comprising the steps of: 

receiving an identification file corresponding to a mail- 
piece from an image control unit, wherein the identi- 
fication file contains a file identification code and a file 
j postal code; 

storing the identification file in a lookup table; 

maintaining a service area table database with a service 
area table for a secondary identification code server; 
and 

updating the secondary identification code server, 
wherein the updating step further comprises the sub- 
steps of: 

generating a data file using the service area table 
corresponding to the secondary identification code 
server to identify identification files in the lookup 
table; and 

transmitting the data file to the secondary identification 
code server. 

2. The method of claim 1, wherein the storing step further 
comprises revising an old identification file in the lookup 
table with a revised identification file. 

3. The method of claim 1, wherein the file identification 
code is an ID tag. 

4. The method of claim 1, wherein the file postal code is 
a POSTNET code. 

5. The method of claim 1 , wherein the secondary identi- 
fication code server is a SICS server. 

6. The method of claim 1, wherein the data file is a 
SICS.ZIP data file. 

7. The method of claim 1 , wherein the service area table 
* contains a plurality of postal codes corresponding to the 

secondary identification code server. 

8. The method of claim 1, wherein the identification file 
further includes an image capture time. 

9. The method of claim 8, wherein the identification file 
further includes a plurality of status bits that indicate aspects 
of the identification file. 

10. The method of claim 1, wherein the updating step 
occurs at a predetermined time interval. 

11. The method of claim 10, wherein the predetermined 
time interval is approximately twenty minutes. 

12. The method of claim 1, wherein the updating step 
occurs when a predetermined number of identification files 
have been received. 



13. The method of claim 12, wherein the predetermined 
number of identification files is approximately twenty thou- 
sand. 

14. A system for processing mailpiece information by a 
primary identification code server, comprising: 

an identification file receiving component configured to 
receive an identification file corresponding to a mail- 
piece from an image control unit, wherein the identi- 
fication file contains a file identification code and a file 
postal code; 

a storing component configured to store the identification 
file in a lookup table; 

a maintaining component configured to maintain a service 
area table database with a service area table for a 
secondary identification code server, and 

an updating component configured to update the second- 
ary identification code server, wherein the updating 
component further comprises: 

a generating component configured to generate a data 
file using the service area table corresponding to the 
secondary identification code server to identify iden- 
tification files in the lookup table; and 

a transmitting component configured to transmit the 
data file to the secondary identification code server. 

15. The system of claim 14, wherein the storing compo- 
nent further comprises: 

a revising component configured to revise an old identi- 
fication file in the lookup table with a revised identi- 
fication file. 

16. The system of claim 14, wherein the file identification 
code is an ID tag. 

17. The system of claim 14, wherein the file postal code 
is a POSTNET code. 

18. The system of claim 14, wherein the secondary 
identification code server is a SICS server. 

19. The system of claim 14, wherein the data file is a 
SICS.ZIP data file. 

20. The system of claim 14, wherein the service area table 
contains a plurality of postal codes corresponding to the 
secondary identification code server. 

21. The system of claim 14, wherein the identification file 
further includes an image capture time. 

22. The system of claim 14, wherein the identification file 
further includes a plurality of status bits that indicate aspects 
of the identification file. 

23. The system of claim 14, wherein the updating com- 
ponent operates at a predetermined time interval. 

24. The system of claim 23, wherein the predetermined 
time interval is approximately twenty minutes. 

25. The system of claim 14, wherein the updating com- 
ponent operates when a predetermined number of identifi- 
cation files have been received. 

26. The system of claim 25, wherein the predetermined 
number of identification files is approximately twenty thou- 
sand. 

27. A system for processing mailpiece information by a 
primary identification code server, comprising: 
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means for receiving an identification file corresponding to 
a mailpiece from an image control unit, wherein the 
identification file contains a file identification code and 
a file postal code; 

means for storing the identification file in a lookup table; 

means for maintaining a service area table database with 
a service area table for a secondary identification code 
server; and 

means for updating the secondary identification code 
server, wherein the updating means further comprises: 

means for generating a data file using the service area 
table corresponding to the secondary identification 
code server to identify identification files in the 
lookup table; and 

means for transmitting the data file to the secondary 
identification code server. 
28. A computer usable medium having computer readable 
code embodied therein for processing mailpiece information 
by a primary identification code server, the computer read- 
able code comprising: 



an identification file receiving module configured to 
receive an identification file corresponding to a mail- 
piece from an image control unit, wherein the identi- 
fication file contains a file identification code and a file 
postal code; 

a storing module configured to store the identification file 
in a lookup table; 

a maintaining module configured to maintain a service 
area table database with a service area table for a 
secondary identification code server; and 

an updating module configured to update" the secondary 
identification code server, wherein the updating module 
further comprises: 

a generating module configured to generate a data file 
using the service area table corresponding to the 
secondary identification code server to identify iden- 
tification files in the lookup table; and 

a transmitting module configured to transmit the data 
file to the secondary identification code server. 
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ABSTRACT 



Apparatus and methods consistent with the present invention 
provide for processing mailpiece information in an identi- 
fication code sorting system by an identification code server. 
In one embodiment, a primary identification code server 
receives an identification file containing identification infor- 
mation uniquely corresponding to a mailpiece. In this 
embodiment, the primary identification code server pro- 
cesses the mailpiece information and may send the identi- 
fication file to a secondary identification code server. In 
another embodiment, a secondary identification code server 
receives an identification file from a primary identification 
code server and processes the mailpiece information. 
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directed to a light filter in Light Filter Unit 2310. The first 
bundle is filtered through a First Light Filter 2312, the 
second bundle is filtered through a Second Light Filter 2314, 
and the third bundle is filtered through a Third Light Filter 
2316. In this embodiment, the light filters (i.e., First Light 5 
Filter 2312, Second Light Filter 2314, and Third Light Filter 
2316) respond to different frequencies of the fluorescent 
spectrum. The analog signals output by Light Filter Unit 
2310 are then converted into digital signals by Signal 
Converter 2318, e.g., an analog/digital converter. Finally, as 10 
shown in FIG. 24D, the digital signal from Signal Converter 
2318 is passed to Reader Logic Unit 2306, where the digital 
signal is converted into an ID code corresponding to the ID 
code on mailpiece 100. Reader Logic Unit 2306 passes the 
* ID code to Port 2320, and the ID code is passed back to BCS 15 
1212. 

FIG. 25 shows optional components of an embodiment of 
a UIDTR such as the UIDTR in FIG. 22. As shown in FIG. 
25, an operator 2500 can operate Universal ID Tag Reader 
2100 using one or more Light Emitting Diodes 2502 on 20 
Reader Head Assembly 2200 and one or more Light Emit- 
ting Diodes 2504 and Push Buttons 2506, located on Reader 
Unit 2202. Light Emitting Diodes 2502 and/or Light Emit- 
ting Diodes 2504 can display diagnostic information, such 
as 'System OK' or * Power OK,* or function options, such as 25 
* Reset,' to operator 2500. Operator 2500 can use Push 
Buttons 2506 to display diagnostic information, to select 
function options or to input other data. 

FIG. 26 shows still additional optional components of 
another embodiment of a UIDTR, such as the UIDTR in 30 
FIG. 22. Port 2602 can support, for example, transistor 
transistor logic (TTL) and Port 2604 can support, for 
example, differential logic. These optional component ports 
may enable, for example, UIDTR 2100 to function with an 
expanded variety of Bar Code Sorters. 35 

VI. CONCLUSION 

As described above, therefore, it will be apparent to those 
skilled in the art that various modifications and variations 40 
can be made in the methods and apparatus of the present 
invention without departing from the spirit and scope of the 
invention. Thus, it is intended that the present invention 
'cover the modifications and variations of this invention, 
provided they come within the scope of the appended claims 45 
and their equivalents. In this context, equivalents mean each 
and every implementation for carrying out the functions 
recited in the claims, even if not explicitly described herein. 

What is claimed is: 

1. A method of processing mailpiece information by a 50 
primary identification code server, comprising the steps of: 

receiving an identification file corresponding to a mail- 
piece from an image control unit, wherein the identi- 
fication file contains a file identification code and a file 
postal code; 55 

storing the identification file in a lookup table; 

maintaining a service area table database with a service 
area table for a secondary identification code server; 

resolving mailpiece information for the mailpiece, 
wherein the resolving step further comprises the sub- 60 
steps of: 

receiving an identification code from a mail processing 
device, where the mail processing device obtains the 
identification code from the mailpiece; 

processing the identification code to determine the 65 
identification information, using the identification 
file corresponding to the identification code; and 
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transmitting the identification information to the mail 
processing device; and 
updating the secondary identification code server, 
wherein the updating step further comprises the sub- 
steps of: 

generating a data file using the service area table 
corresponding to the secondary identification code 
server to identify identification files in the lookup 
table; and 

transmitting the data file to the secondary identification 
code server. 

2. The method of claim 1, wherein the mail processing 
device is a bar code sorter. 

3. The method of claim 1, wherein the storing step further 
comprises: 

revising an old identification file in the lookup table with 
a revised identification file. 

4. The method of claim 1, wherein the identification code 
is an ID tag. 

5. The method of claim 1, wherein the file identification 
code is an ID tag. 

6. The method of claim 1, wherein the file postal code is 
a POSTNET code. 

7. The method of claim 1, wherein the service area table 
contains a plurality of postal codes corresponding to the 
secondary identification code server. 

8. The method of claim 1, wherein the secondary identi- 
fication code server is a SICS server. 

9. The method of claim 1, further comprising the steps of: 
receiving a delete file message from the mail processing 

device indicating an identification file to be deleted; 
and 

deleting the identification file to be deleted from the 
lookup table in response to the delete file message. 

10. The method of claim 1, . wherein the resolving step 
further comprises the substeps of: 

connecting to the mail processing device via a telecom- 
munications link; 
receiving test data from the mail processing device; and 
confirming the test data. 

11. The method of claim 10, wherein the test data consists 
of nineteen test mailpiece identification codes. 

12. The method of claim 1, wherein the identification 
information transmitting step further comprises the sub step 
of: . 

transmitting the identification file corresponding to the 
identification code, if the identification code is found in 
the lookup table. 

13. The method of claim 1, wherein the identification 
information transmitting step further comprises the substep 
of: 

transmitting the file postal code corresponding to the 
identification code, if the identification code is found in 
the lookup table. 

14. The method of claim 1, wherein the identification 
information transmitting step further comprises the substep 
of: 

transmitting an error message to the mail processing 
device, if the identification code is not found in the 
lookup table. 

15. The method of claim 1, wherein the data file is a 
SICS_ZIP data file. 

16. The method of claim 1, wherein the identification file 
further includes an image capture time. 

17. The method of claim 16, wherein the identification file 
further includes a plurality of status bits that indicate aspects 
of the identification file. 
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18. The method of claim 1, wherein the updating step 30. The system of claim 22, further comprising: 
occurs at a predetermined time interval. a delete file message receiving component configured to 

19. The method of claim 18, wherein the predetermined receive a delete file message from the mail processing 
time interval is twenty minutes. device indicating an identification file to be deleted; 

20. The method of claim 1, wherein the updating step 5 m ^ 

occurs when a predetermined number of identification files a dating component configured to delete the identifica- 

have been received. uon ^ e to be deleted f rom the lookup table in response 

21. The method of claim 20, wherein the predetermined to Ae delete file message. 

number of identification files is twenty thousand. 31 ™ e system of claim 22, wherein the resolving com- 

. _ . . . . , 10 ponent further includes: 

22. A system for processing mailpiece information by a fl connecti component configure d to connect to the mail 
primary identification code server, comprising: processing device via a telecommunications link; 

an identification file receiving component configured to a test ^ receiving component configured to receive test 

receive an identification file corresponding to a mail- ^ ta ±e mail proC e SS ing device; and 

piece from an image control unit, wherein the identi- 15 a confirming component configured to confirm the test 

fication file contains a file identification code and a file fata. 

postal code; 32 xh e system of claim 31, wherein the test data consists 

a storing component configured to store the identification 0 f nineteen test mailpiece identification codes. 

file in a lookup table; 33. The system of claim 22, wherein the identification 

a maintaining component configured to maintain a service 20 information transmitting component further comprises: 

area table database with a service area table for a an identification file transmitting component configured 

secondary identification code server; to transmit the identification file corresponding to the 

a resolving component configured to resolve mailpiece identification code, if the identification code is found in 

information for the mailpiece, wherein the resolving the lookup table. 

component further comprises: 25 34, The system of claim 22, wherein the identification 

an identification code receiving component configured information transmitting component further comprises: 

to receive an identification code from a mail pro- a f,le P ostal code transmitting component configured to 

cessing device, where the mail processing device transmit the file postal code corresponding to the iden- 

obtains the identification code from the mailpiece; tificauon code, if the identification code is found in the 

„ , ,30 lookup table, 

a Processmg component configured to process the 3$ ^ of dajm wherein ^ identification 

identification code to determine the identification • r t - : 44 . ' * tU 

. r. . . . , information transmitting component further comprises: 

information, usine the identification file correspond- * ^ j . 

^ . .' . j , F an error message transmitting component configured to 

ing to the identification code; and . ° f. ° 

° ' transmit an error message to the mail processing 

an identification information transmitting component 35 device, if the identification code is not found in the 

configured to transmit the identification information lookup table. 

to the mail processing device; and 36 ^ system of c i a im 22, wherein the data file is a 

an updating component configured to update the second- SICS_ZIP data file. 

ary identification code server, wherein the updating 37. The system of claim 22, wherein the identification file 

component further comprises: 40 fiirther includes an image capture time. 

a generating component configured to generate a data 38. The system of claim 37, wherein the identification file 

file using the service area table corresponding to the further includes a plurality of status bits that indicate aspects 

secondary identification code server to identify iden- of the identification file. 

tification files in the lookup table; and 39. The system of claim 22, wherein the updating com- 

a data file transmitting component configured to trans- 45 P onent <? erates at a Predetermined time interval, 

mit the data file to the secondary identification code . 40 -. The s y stem of cIaun 39 ' wherein ** Predetermined 

server lime ,nte rval is twenty minutes. 

rj- 41. The system of claim 22, wherein the updating com- 

23. The system of claim 22, wherein the mail processmg ^ when a numb £ of 

device is a bar code sorter. en C1 r „ « , « r . . 

50 cation files have been received. 

24. The system of claim 22, wherein the storing compo- 42 . The system of claim 41, wherein the predetermined 
nent further includes: number of identification files is twenty thousand. 

a revising component configured to revise an old identi- 43. A system for processing mailpiece information by a 

fication file in the lookup table with a revised identi- primary identification code server, comprising: 

fication file. 55 means for receiving an identification file corresponding to 

25. The system of claim 22, wherein the identification 3 mailpiece from an image control unit, wherein the 
code is an ID tag. identification file contains a file identification code and 

26. The system of claim 22, wherein the file identification a fi^ postal code; 

code is an ID tag. means for storing the identification file in a lookup table; 

nTu ft ..,^J A f i • <v» u • *u ci * i a 60 means for maintaining a service area table database with 

27. The system of claim 22, wherein the file postal code 0 _ 7 - OMO f - , V n _ . . . . 
is a TOSTNET code service area table for a secondary identification code 

server* 

28. The system of claim 22, wherein the service area table m eans for resolving mailpiece information for the mail- 
contains a plurality of postal codes corresponding to the p i ecej wherein the resolving means further comprises: 
secondary identification code server. 65 means for receiving an identification code from a mail 

29. The system of claim 22, wherein the secondary processing device, where the mail processing device 
identification code server is a SICS server. obtains the identification code from the mailpiece; 
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means for processing the identification code to deter- 
mine the identification information, using the iden- 
tification file corresponding to the identification 
code; and 

means for transmitting the identification information to 5 
the mail processing device; and 
means for updating the secondary identification code 
server, wherein the updating means further comprises: 
means for generating a data file using the service area 
table corresponding to the secondary identification 10 
code server to identify identification files in the 
lookup table; and 
means for transmitting the data file to the secondary 
identification code server. 
44 . A computer usable medium having computer readable 1 5 
code embodied therein for processing mailpiece information 
by a primary identification code server, the computer read- 
able code comprising: 

an identification file receiving module configured to 
receive an identification file corresponding to a mail- 20 
piece from an image control unit, wherein the identi- 
fication file contains a file identification code and a file 
postal code; 

a storing module configured to store the identification file 
in a lookup table; 25 

a maintaining module configured to maintain a service 
area table database with a service area table for a 
secondary identification code server; 



a resolving module configured to mailpiece information 
for the mailpiece, wherein the resolving module further 
comprises: 

an identification code receiving module configured to 
receive an identification code from a mail processing 
device, where the mail processing device obtains the 
identification code from the mailpiece; 

a processing module configured to process the identi- 
fication code to determine the identification infor- 
mation, using the identification file corresponding to 
the identification code; and 

an identification information transmitting module con- 
figured to transmit the identification information to 
the mail processing device; and 

an updating module configured to update the secondary 
identification code server, wherein the updating module 
further comprises: 

a generating module configured to generate a data file 
using the service area table corresponding to the 
secondary identification code server to identify iden- 
tification files in the lookup table; and 

a data file transmitting module configured to transmit 
the data file to the secondary identification code 
server. 
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b 1 /b . A computer-readable medium having stored thereon a data 
structure, comprising: a first data field containing data 
representing a data length identifier and a tag type; and a second 
data field containing configuration data of said tag type and having a 
length described by said data length identifier. 
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ABSTRACT 



Session data is encoded in a tag- length- value format and 
encrypted using a modified encryption key. A session cookie 



is then formed by concatenating the length of the length of 
the secret, the length of the secret, the secret itself, and the 
encoded and encrypted configuration data. The session 
cookie is transmitted from a server computer to a client 
computer, where it is stored. Each time the client computer 
begins a new communications session with the server com- 
puter that generated the session cookie, the session cookie is 
transmitted from the client computer to the server computer. 
The server computer receives the session cookie from the 
client computer and extracts the secret stored in the session 
cookie. The server computer then creates the modified 
encryption key by inserting the secret into the standard 
encryption key at the predefined location. The server com- 
puter then utilizes the modified encryption key to decrypt the 
encoded session data stored in the session cookie. Once the 
encoded session data has been decrypted, the server com- 
puter decodes the tags contained in the encoded session data. 
For each tag, the server computer determines whether the tag 
is recognized as a valid tag. If the tag is a valid tag, the server 
computer utilizes the value associated with the tag to con- 
figure itself. If the tag is not a valid tag, the server computer 
ignores the tag and attempts to decode the next tag. The 
server computer continues decoding tags until no tags 
remain to be decoded. A new session cookie may be created 
and transmitted to the client computer. Periodically, the 
server computer may request the new session cookie from 
the client computer to determine if the communications 
session between the client computer and the server computer 
is still active. If no response or an invalid session cookie is 
received, the communications session between the client and 
server computers is terminated. 
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computer. Routine 1000 then continues from block 1014 to 
block 1016 where the session timer is reset. The Routine 
1000 then continues to block 1004, where the authentication 
process may begin again. 

[0068] If, at block 1012, the Web server computer deter- 
mines that the session data encoded in the session cookie is 
not valid, the Routine 1000 continues to block 1018, where 
the communications session between the Web server com- 
puter and the client computer is ended. From block 1018, the 
Routine 1000 continues to block 1020, where it returns to 
. block 922, shown in FIG. 9. In this manner, the session 
cookie may be utilized to periodically validate the commu- 
nications session between the Web server computer and the 
client computer. 

[0069] While illustrative embodiments have been illus- 
trated and described, it will be appreciated that various 
changes can be made therein without departing from the 
spirit and scope of the invention. 

1. A computer-readable medium having stored thereon a 
data structure, comprising: 

a first data field containing data representing a data length 
identifier and a tag type; and 



a second data field containing configuration data of said 
tag type and having a length described by said data 
length identifier. 

2. The computer-readable medium of claim 1, wherein 
said data structure farther comprises a plurality of additional 
data structures comprising one of said first data field and one 
of said second data field for a plurality of tags. 

3. The computer-readable medium of claim 2, wherein 
said data length identifier comprises the first two bits of said 
first data field. 

4. The computer-readable medium of claim 2, wherein 
said data length identifier comprises data indicating that the 
length of said second data field is one byte. 

5. The computer-readable medium of claim 2, wherein 
said data length identifier comprises data indicating that the 
length of said second data field is four bytes. 

6. The computer-readable medium of claim 2, wherein 
said data length identifier comprises data indicating that said 
tag type comprises an extended tag type. 

***** 
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Routine 1000 for authenticating a session cookie is 
described below with reference to FIG. 10. From block 920, 
the Routine 900 continues to block 922, where it ends. 

Referring now to FIG. 10, an illustrative Routine 1000 for 
authenticating a session cookie will be described. Routine 5 
1000 begins at block 1002, where a session timer is started 
at the Web server computer. The session timer utilizes a real 
time clock to determine the amount of time that has elapsed 
since the session timer was started. The session timer may 
also be set to elapse after a predetermined amount of time. 
From block 1002, the Routine 1000 continues to block 1004, 10 
where the Web server computer determines if the session 
timer has elapsed. If the session timer has not elapsed, the 
Routine 1000 branches back to block 1004, where another 
determination is made. If the session timer has elapsed, the 
Routine 1000 continues to block 1006, where the Web server 15 
computer requests the session cookie from the client com- 
puter. 

From block 1006, the Routine 1000 continues to block 
1008, where the Web server computer determines whether 
the client computer has responded to the request for the 20 
session cookie or whether the request has timed-out. If the 
request has timed-out, the Routine 1000 branches to block 
1018. If the request has not timed-out, the Routine 1000 
continues to block 1010. At block 1010, the Web server 
computer decrypts the session cookie and decodes the 2 5 
session data. From block 1010, the Routine 1000 continues 
to block 1012, where the Web server computer determines 
' whether the session data encoded within the session cookie 
is valid. If the session data encoded within the session 
cookie is valid, the Routine 1000 branches to block 1014, 
where the Web server computer generates a new session 
cookie and transmits the new session cookie to the client 
computer. Routine 1000 then continues from block 1014 to 
block 1016 where the session timer is reset. The Routine 
1000 then continues to block 1004, where the authentication 
process may begin again. 35 

If, at block 1012, the Web server computer determines 
that the session data encoded in the session cookie is not 
valid, the Routine 1000 continues to block 1018, where the 
communications session between the Web server computer 
and the client computer is ended. From block 1018, the 40 
Routine 1000 continues to block 1020, where it returns to 
block 922, shown in FIG. 9. In this manner, the session 
cookie may be utilized to periodically validate the commu- 
nications session between the Web server computer and the 
client computer. 45 

In light of the above, it should be appreciated by those 
skilled in the art that the present invention provides a 
method, system, apparatus, and computer-readable medium 
for encoding and storing session data for a server computer. 
While an actual embodiment of the invention has been 
illustrated and described, it will be appreciated that various 50 
changes can be made therein without departing from the 
spirit and scope of the invention. 

The invention claimed is: 

1. A method for storing session data on a client computer, 55 
. comprising: 

encoding said session data in a tag-length-value format to 
create encoded configuration data, said encoded con- 
figuration data including a time stamp; 

encrypting said encoded configuration data using a modi- 60 
fled encryption key to create encrypted encoded con- 
figuration data; 

concatenating a secret, a value that represents the length 
of the secret, and a value that represents the length of 
the length of the secret with said encrypted encoded 65 
configuration data to form a session cookie; 

transmitting said session cookie to said client computer; 
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requesting said session cookie from said client computer; 

receiving said session cookie from said client computer; 

extracting said secret from said session cookie; 

creating said modified encryption key by inserting said 
secret extracted from said session cookie into a stan- 
dard encryption key at a predefined location; and 

decrypting said session data from said cookie using said 
modified encryption key. 

2. The method of claim 1, wherein said modified encryp- 
tion key comprises a standard encryption key with said 
secret inserted at a predefined location. 

3. The method of claim 2, further comprising: 
decoding a tag from said session data; 

determining whether said tag comprises a valid tag; and 
in response to determining that said tag comprises a valid 

tag, configuring said server using data contained in said 

tag. 

4. The method of claim 3, further comprising: 

in response to determining that said tag does not comprise 
a valid tag, determining whether additional tags remain 
to be decoded from said encoded configuration data; 
and 

in response to determining that additional tags remain to 
be decoded, decoding a next tag and determining 
whether said next tag comprises a valid tag. 

5. The method of claim 4, further comprising: 

in response to determining that said next tag comprises a 
valid tag, configuring said server using data contained 
in said next tag. 

6. The method of claim 5, further comprising: 

in response to determining that additional tags do not 
remain to be decoded, periodically authenticating said 
session cookie. 

7. The method of claim 6, wherein periodically authen- 
ticating said session cookie comprises: 

starting a session timer; 

determining whether said session timer has elapsed; and 
in response to determining that said session timer has 
elapsed, 

(i) requesting said session cookie from said client 
computer, 

(ii) decrypting and decoding a lag contained in said 
session cookie, and 

(iii) determining whether said tag comprises a valid tag. 

8. The method of claim 7, further comprising: 

in response to determining that said tag comprises a valid 
tag, 

(i) generating a new session cookie, 

(ii) transmitting said new session cookie to said client 
computer, and 

(iii) resetting said session timer. 

9. The method of claim 7, further comprising: 

in response to determining that said tag does not com- 
prises a valid tag, ending a communications session 
between said server computer and said client computer. 

10. A computer-readable medium containing computer- 
readable instructions which, when executed by a computer, 
perform the method of claim 1. 

11. A computer-readable medium containing computer- 
readable instructions which, when executed by a computer, 
perform the method of claim 2. 

12. A computer-controlled apparatus for performing the 
method of claim 1. 

13. A computer-controlled apparatus for performing the 
method of claim 2. 
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Abstract of JP1 01 87514 

PROBLEM TO BE SOLVED: To provide 
consistency between the contents of extraction 
source data base and the contents of reflection 
destination data base while matching it with 
the purpose of user without applying line load 
as much as possible. SOLUTION: Several 
data reflection conditions are previously 
registered on a data reflection condition 
registration table 151 of processor 150. For 
example, the differential value of certain 
column from the time of last reflection is 
registered concerning a certain key item on a 
certain table in a reflection destination data 
base 142. Then, data update information 121 
of extraction source system 1 1 2 is acquired 
from an existent data update information 
extracting device 120 and while using this 
information and the information of relation 
between the extraction source data base 113 
and a reflection destination data base 142 
provided from meta data 143, the differential 
value of reflection destination data base 142 
from the time of last reflection with object data 
is found and it is inspected whether that 
differential value exceeds a registered value or 
not. When it exceeds the registered value, the 
reflection destination system 141 is reflected 
with the differential value. 
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Compressed and uncompressed data transfer method between storage 
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compressed to indicate that data is compressed 
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Compressed and uncompressed data transfer method between storage 
system. . . 

...involves compressing data record in data stream at first storage 
system without assistance from host system or second storage system, and 
updating meta - data for data record that has been compressed to 
indicate that data is compressed 

Original Titles: 

System and method for transferring compressed and uncompressed data 
between storage systems. 

Alerting Abstract . . . The method involves storing in a first storage 
system meta - data about each data record including whether a data 
record is compressed . Data record in the data stream is 
compressing at the first storage system without assistance from the host 
system or the second storage system. The meta-data for a data record 
that has been compressed is updated to indicate that the data record 
is compressed. The data stream is sent with the meta - data from the 
first storage system to the second storage system. . . 



...The meta - data and data stream are stored on a storage device at 
the 1 second storage system. The meta - data at the second storage system 
reads that at least one data record in the data stream has been 
compressed . The length of the data record when compressed and the 
length of the data record when non- compressed are stored as part of 
the meta -data. Both compressed and non- compressed data records are 
transmitted as part of the data stream. . . 



. . .ADVANTAGE - Improves performance when transferring data from primary 
to secondary storage by enabling data to be transmitted in compressed 
form. 

Title Terms/Index Terms /Additional Words: COMPRESS ; ... 
. . . TRANSFER ; ... 
. . . UPDATE ; ... 
. . . META ; 

Original Publication Data by Authority 
Original Abstracts: 

A System and method are provided for sharing a data stream between a first 

data storage system in communication with a second data storage 
system. Meta - data is associated with each record of the data stream. 
Zero or more records of the data stream are compressed at the first 
storage system. The meta -data for the compressed data record is updated 
to indicate that the data record has been compressed. The data stream 
including the compressed data record with the updated meta - data 
is sent to the second storage system. The meta - data and the data 
stream records are stored on a storage device at the second data 
storage system. 
Claims : 

b Claim 7 . /b A system for sharing a data stream of data records 
between a first and second storage system in communication with each 
other and each storage system wherein both compressed and non- compressed 

data records are transmitted as part of the data stream in 
communication with at least one host system, each storage system including 
at least one storage device having a plurality of data records stored 
on the storage device, said system comprising : means for associating with at 
least one data record stored on the first storage system a record 
length indicator ; compression means for compressing and decompressing 
at least one data record at the first storage system independent of 
the host system and the second storage system;means for associating with a 
compressed data record stored on the first storage system a compressed 
data record length indicator /means for sending the data stream 
including the compressed data record with the record length indicator 
and a compressed record length indicator from the first storage system 
to the second storage system;means for storing the compressed data 
record and indicators on a storage device at the second storage 
subsystem;means for retrieving a data record from a storage device at 
the second storage system; means for identifying a compressed data 
record , at the second storage system independent of the first storage 
system and the host systemmeans for decompressing the compressed data 
record at the second storage system independent of the first storage 
system and the host system; and means for sending a data stream to a 
requesting host system directly from the second storage system independent 
of the first storage system and the host system; means for transferring 
the data stream from the second storage system to a third storage system 
wherein all data records in the data stream are in a non-compressed 
state, means for transferring a data record from the second storage 
system to the third storage subsystem in a compressed state wherein the 
third storage subsystem is unaware of the compressed state and stores 
the data record on a storage device controlled by the third storage system 
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Alerting Abstract ...the information required. Service providers feed the 
information via caching systems that are managed by meta data to 
deliver the required information . 



...OF DRAWING ( S ) - DESCRIPTION OF DRAWING (S) - System overview (100) Client 
web browser; (204) Caching server . 

Original Publication Data by Authority 
Original Abstracts: 

...one embodiment of the present invention, a method and apparatus for 
maintaining statistics on a server (204) is disclosed. According to an 
alternative embodiment, a method and apparatus (204) is disclosed for 
predicting data that a client device (100) may request from a server on a 
network. In another embodiment of the present invention, a method and 
apparatus (204) is disclosed for managing bandwith. . . 

...one embodiment of the present invention, a method and apparatus for 
maintaining statistics on a server is disclosed. According to an 
alternative embodiment, a method and apparatus is disclosed for predicting 
data that a client device may request from a server on a. network. In 
another embodiment of the present invention, a method and apparatus is 
disclosed for managing bandwidth between... 

. . .A method for maintaining statistics on a remote server . The method 
includes receiving statistics from client devices that are coupled to the 
remote server . The statistics are associated with data on the remote 
server . The remote server receives statistics either when a user 
accesses the data on the remote server or when collected statistics 
associated with the data previously downloaded into a cache on each 
client device is uploaded to the remote server from each client 
device. The method also includes updating the statistics on the remote 
server in response to either a user access of the data on the remote 
server or a receipt of the collected statistics from each client device; 
and downloading the updated statistics to each client device... 
...one embodiment of the present invention, a method and apparatus for 
maintaining statistics on a server (204) is disclosed. According to an 
alternative embodiment, a method and apparatus (204) is disclosed for 
predicting data that a client device (100) may request from a server on a 
network. In another embodiment of the present invention, a method and 
apparatus (204) is disclosed for managing bandwith... 
Claims : 

We claim: b 1 /b . A method for validating a collection of data , the 
method including: receiving a request for data in the collection of 
data, each data in the collection of data associated to an. . . 

...a table of contents (TOC) ; examining the TOC to determine whether the TOC 
is expired; updating the TOC if the TOC is expired; andvalidating the 
collection of data with the... 

...5. A method for improving user perceived response time when a client 
device requests data from a server on a network, the method including 
: analyzing initial data requested from the server by one or more 
application programs running on the client device in order to identify 
references to various data on the server ; assigning a weight to each said 
identified reference which represents a likelihood relative... 

...identified by each said identified reference to the client device in 
anticipation of an actual request for the data by an application 
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program, said downloading being performed for each said identified 
reference in order of decreasing weight, wherein the likelihood that said 
application program will request said various... 
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Alerting Abstract ...selected data file, and the apparatus has memory 
space for the copy of the selected data file . 



. . .A data processor, responsive to the data storage subsystem copies the 
selected data file , and updates meta data associated with the 
data file and known by the data processor. The memory allocater 
determines a location and an extent of the selected data file . 
Control messages are transmitted to the data storage subsystem to 
initiate the copy of the selected data file . 



. . . ADVANTAGE - Enables data processor to manage data file copy function 
of disk data storage subsystem in manner which minimises expenditure 
of data processor resources. 

Class Codes 

(Additional/Secondary) : G06F-013/00 
Manual Codes (EPI/S-X) : T01-G03 ... 

Original Publication Data by Authority 
Original Abstracts : 

The DASD file system copy system functions to enable the data processor to 
manage the data file copy function of a disk data storage subsystem 
in a manner that minimizes the expenditure of data processor resources. 
This is accomplished by the DASD file system copy system determining the 
source location on the data storage subsystem, the target location 
on the data storage subsystem and identifying the extents of both. The 
DASD file system copy system then transmits data to the data storage 

subsystem, representative of the assignment of DASD full tracks from the 
source location on the data storage subsystem as well as DASD full 
tracks from the target location on the data storage subsystem. The • 
data processor based DASD file system copy system then uses ECAM channel 
programs to instruct the data storage subsystem to perform the data 
file copy operation using snapshot track pointer copy operations . Upon 
conclusion of the data file copy operation by the data storage 
subsystem, the DASD file system copy system updates the meta data 
required to complete the data file copy operation. . . 

...The DASD file system copy system functions to enable the data processor 
to manage the data file copy function of a disk data storage 
subsystem in a manner that minimizes the expenditure of data processor 
resources. This is accomplished by the DASD file system copy system 
determining the source location on the data storage subsystem, the 
target location on the data storage subsystem and identifying the 
extents of both. The DASD file system copy system then transmits data 
to the data storage subsystem, representative of the assignment of DASD 
full tracks from the source location on the data storage subsystem as 
well as DASD full tracks from the target location on the data storage 
subsystem. The data processor based DASD file system copy system then uses 
ECAM channel programs to instruct the data storage subsystem to perform 
the data file copy operation using snapshot track pointer copy 
operations. Upon conclusion of the data file copy operation by the 
data storage subsystem, the DASD file system copy system updates the 
meta data required to complete the data file copy operation. . . 

...The DASD file system copy system functions to enable the data processor 
to manage the data file copy function of a disk data storage 
subsystem in a manner that minimizes the expenditure of data processor 
resources. This is accomplished by the DASD file system copy system 
determining the source location on the data storage subsystem, the 
target location on the data storage subsystem and identifying the 
extents of both. The DASD file system copy system then transmits data 
to the data storage subsystem, representative of the assignment of DASD 
full tracks from the source location on the data storage subsystem as 
well as DASD full tracks from the target location on the data storage 
subsystem. The data processor based DASD file system copy system then uses 
ECAM channel programs to instruct the .data storage subsystem to perform 



the data file copy operation using snapshot track pointer copy 
operations . Upon conclusion of the data file copy operation by the data 
storage subsystem, the DASD file system copy system updates the meta 
data required to complete the data file copy operation. 
Claims : 

. . . sowie einer Kopie der ausgewahlten Datendatei zuweist;eine Einrichtung, 
die Steuermeldungen an das Datenspeicherungs-Teilsystem sendet , urn die 
ausgewahlte Datendatei und Speicherplatz fur die Kopie der ausgewahlten 
Datendatei zu identif izieren; und. . . 

... A data file system copy apparatus for the copying of data files 
stored on a dynamically mapped virtual memory data storage subsystem 
having a rewriteable memory space, which data file copy apparatus is 
extant on a data processor connected to ' the data storage subsystem 
which is operational to instantaneously create a copy of a selected data 
file independent of said data processor, said data file copy apparatus 
comprising rmeans for allocating memory in said rewriteable memory space for 
a selected data file written thereon as well as for a copy of said 
selected data file/means for transmitting control messages to said 
data storage subsystem to identify said selected data file, and memory 
space for said copy of said selected data file; andmeans, responsive 
to * said data storage subsystem copying said selected data file , for 

updating meta data associated with said data file and known by said 
data processor. . . 

...copie des fichiers de donnees memorises sur un sous-systeme de 
memorisation de donnees a memoire virtuelle mappee dynamiquement 
comportant 'un espace de memoire reinscriptible, lequel dispositif de copie 
de fichiers . . . 

. . .moyen destine a transmettre des messages de commande audit sous-systeme 
de memorisation de donnees afin d' identifier ledit fichier de donnees 
selectionne, et un espace de memoire pour ladite copie... 

...ledit sous-systeme de memorisation de donnees dudit fichier de donnees 
selectionne, afin de mettre a jour des meta donnees associees audit 
fichier de donnees et connues dudit processeur de donnees... 
. . . Claim 6 . /b A data file system copy apparatus for the copying 
of data files stored on a dynamically mapped virtual memory data 
storage subsystem having a rewriteable memory space , which data file 
copy apparatus is extant on a data processor connected to the data 
storage subsystem which is operational to instantaneously create a copy of 

a selected data file independent of said data processor , said data 
file copy apparatus comprising: means for allocating memory in said 
rewriteable memory space for a selected data file written thereon as 
well as for a copy of said selected data file ;means for transmitting 
control messages to said data storage subsystem to identify said 
selected data file, and memory space for said copy of said selected 
data file; and means , responsive to said data storage subsystem copying 
said selected data file, for updating meta data associated with said data 
file and known by said data processor , comprising : means for updating 
at least one of data file meta data comprising: Virtual Table of 
Contents (VTOC) ; Volume labels; VTOC index; Virtual Volume Data Set (VVDS) 
data . 
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Processing method for requests to access a data storage subsystem that 
maintains managed files in a storage management system 
* 

Alerting Abstract ...NOVELTY - All managed files containing an identified 
user file are identified using a mapping table. The back - up of a 
first managed file is aborted if one or more managed files are identified 
in a target storage area . The first managed file is copied to the target 
storage area if there are no managed files identified in the target 
storage area . DESCRIPTION - A request for backing up a first 
managed file, stored in a data storage subsystem, to a target storage 
area is received . A user file , which occupies a predetermined position 
in the first managed file , is identified by utilizing a mapping table. 
INDEPENDENT CLAIMS are also included for the following... 

...a signal-bearing medium; a data storage subsystem... 

...USE - For processing requests to access a data. storage subsystem 
that maintains managed files in a storage management system. . . 

. . .ADVANTAGE - Enables conducting file management with reduced overhead 
by grouping smaller user files into larger aggregate files. Enables 
reclamation of wasted space between managed files and space which. . . 

Class Codes 

International Classification (Main) : G06F-017/30 
Manual Codes (EPI/S-X) : T01-F05E ... 
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. . . T01-S03 



Original Publi cation Data by Authority 



Original Abstracts: 

A data storage subsystem employs managed files comprising one or a 
contiguous aggregation of multiple constituent user files . A mapping 
table cross-references each managed file with the names and locations 
of its constituent user files. A storage table cross - references each 
managed file with its address . Eventually, "deleted-f ile space" arises as 
individual user files are deleted from managed files. "Reconstruction... 

...space. Reconstruction preferably permits multiple embodiments of a 
managed file called "siblings". Reconstruction identifies contiguous 
regions of user files within a managed file, and copies these regions to 
adjacent locations in a target area . Before entering the reconstructed 
file in any tables, the mapping table is searched for a "paradigm" 
managed file containing the same user files as the reconstructed file. 
Finding a paradigm file, the storage table is modified by deleting 
reference to the pre-reconstruction filename, and adding an entry cross - 
referencing the paradigm file with the reconstructed file's storage 
address . Not finding the paradigm file, a new sibling filename is 
designated for the reconstructed file , an entry is added to the mapping 
table, cross - referencing the sibling with its constituent user files 
and their locations within the reconstructed file, reference to the 
pre-reconstruction file is deleted from the storage table, and an entry is 
added to the storage table, cross - referencing the sibling with its 
address . Finally, if the storage table has no other instances of the 
pre-reconstruction file, reference to the pre-reconstruction file is 
purged from the mapping table. 
Claims : 

b Claim 5 . /b A data storage subsystem, comprising: a storage 
including a source storage area and a target storage area , said 
storage containing one or more managed files each originally created with a 
contiguous aggregation of constituent user files ; a . database , including 
a mapping table cross-referencing each managed file with its 
constituent user files and a corresponding location of each user file 
within the managed file; a digital data processing apparatus coupled to the 
storage and the database ; wherein the digital data processing apparatus 
is programmed to perform a method for processing requests to access data 
in the storage, the method comprising: receiving a request to backup a 
first managed file stored in the storage subsystem to a target storage 
area ; utilizing the mapping table to identify a user file occupying a 
predetermined position in the first managed file ; utilizing the mapping 
table to identify all managed files containing the identified user file; 
if one or more managed files are identified in the target storage area , 
aborting the backup of the first managed file ; and if no managed files 
are identified in the target storage area , copying the first managed file 
to the target storage area. 
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User data storage method in computer network, involves writing user 
data and file system type data in a file and transmitting file over 
communication link for remote data storage 
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User data storage method in computer network, involves writing user 
data and file system type data in a file and transmitting file over 
communication link for remote data storage 

Original Titles: 

Gateway device for remote file server services... 

...Gateway device for remote file server services 

Alerting Abstract ...which emulates a file system type is created. The 
user data and file system type data are written in a data file and 
transmitted over a communication link , for remote data storage . 
...Data generation method; Gateway appliance; Bulk data storage 
facility; Data storage provision method. . . 

. . .ADVANTAGE - The problem of limited data capacity on communication 
links is solved satisfactorily and the cost of usage of bulk data 
repository facilities is reduced . 



* 



...DESCRIPTION OF DRAWINGS - The figure shows the relationship between bul> 
storage repository and single gateway. 

Title Terms. .. /Index Terms /Additional Words: TRANSMIT ; ... 
. . . LINK ; 

Original Publication Data by Authority 



Original Abstracts: 

A bulk data repository b 201 /b for remote storage of bulk data 



from a plurality of computer networks b 200 /b - b 207 /b is accessed 
over a plurality of communications links , e.g., the internet b 202 /b . 
Each computer network is provided with a gateway appliance b 200... 



...emulates a file system, for example Windows NT(TM) or Novell NetWare(TM) 
by packaging data files to be stored in files for transmission over 
the communications linked to the data repository, each data file 
having appended a meta data header, which designates an address of the 
gateway appliance and a type of file system which the gateway appliance is 
emulating. The data repository, receives the data file with the ' 
meta data header, and stores the met data header locally in a local 

database prior to filing the data file . In a block of data reserved 
for the gateway appliance. The data repository can search data files 

by searching the meta data header to locate any of the data files 
of a gateway appliance. The data repository has automatic management 
tools for monitoring the amount of data storage space allocated to any 
gateway appliance, and for expanding the allocated data storage space 
if required. 
Claims : 

...entities, said method characterized by comprising the steps ofrwriting 
said user data to a local data storage area ( b 1001 /b ) in a said 
computer entity; creating an emulation data which emulates a file... 

...type in use in said network; incorporating said user data and said file 
system type data in a data file for transmission ; andtransmitting 
said transmission file over a communications link for remote data 
storage . 
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Information resource integration method for management of remote data 
base system connected to computer - involves generating conversion map 
between attributes stored in first and second database sample files 
based on which conversion process is performed in correlated manner during 
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Information resource integration method for management of remote data 
base system connected to computer. . . 

. . .involves generating conversion map between attributes stored in first 
and second database sample files based on which conversion process is 
performed in correlated manner during information inquiry 

Original Titles : 

INTEGRATION OF INFORMATION RESOURSE OF INFORMATION SERVER 



. . /Integration of an information server database schema by generating 
a translation map from exemplary files . 

Alerting Abstract ...The method involves generating a first database 
sample file in which attributes are stored in a first database format. 
A second database sample file storing the attributes in a second 
database format is then generated. The attributes stored in the second 
file are generated corresponding to. . . 

...A conversion map between the attributes stored in the first and second 
files, is generated. Corresponding to the... 

...the conversion process is performed in correlated manner using the 
attributes based on the conversion map . Thus, the inquiry of information 

from the computer is accessed using the attributes stored in the remote 
database connected to the computer... 



. . . ADVANTAGE - Reduces burden on database management system. Enables to 
inquire related information from remote database system. 

Title Terms. .. /Index Terms/Additional Words: CONNECT ; ... 

. . / MAP ; ... 

. . . DATABASE ; 

Original Publication Data by Authority 
Original Abstracts: 

A method of reducing the burden on database administrators when 
integrating information from a database system with a computer system 
over a computer network is disclosed. Rather than requiring the database 
administrator to express the meaning of database attribute names in a new 
language, the database administrators needs only to specify mappings 
between different database schemas by creating database example 
files. The database example files contain a common body of information 
values stored using the corresponding attribute names of the different 
database schemas. The database example files then become the basis for 
generation of a translation map between the computer system and the 
remote database system. Then, information queries from a user are 
translated with the translation map to the database schema of the 
remote database system. 
Claims : 

A method of integrating information from a database system with a 
computer system, comprising the steps of: a) creating a first database 
example file comprising first attribute names having first values 
stored in a first format of a first database schema used in a database 
system; b) creating a second database example file comprising second 
attribute names having second values, stored in a second format of a 
second database schema, used in a computer system, said second values in... 

...of said first database example file;c) generating a translation map 
between said first attribute names of said first database schema and 
said second attribute names of said second database schema, based on 
scoring possible mappings between said corresponding first and second 
values and formats; andd) performing translations using said translation 
map of information queries issued from said computer system and composed 
using attribute names of said second database schema, to 
information queries using attribute names of said first database 
schema, making said, second values stored in said database system 
accessible to said computer system. 
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Automatic synchronization method for LOTUS NOTES database , involves 
generating mapping between document oriented and relational databases 
using portion of stored metadata 

Original Titles : 

SYSTEM AND METHOD FOR AUTOMATICALLY SYNCHRONIZING DIFFERENT CLASSES OF 
DATABASES UTILIZING A REPOSITORY DATABASE 



...System and method for automatically synchronizing different classes of 
databases utilizing a repository database . 

Alerting Abstract ...NOVELTY - A repository database (102) is 
provided for storing metadata regarding a document oriented database 
and a relational database . The document oriented and relational 
databases are automatically generated using the respective portions of the 
stored metadata . A mapping between the document oriented and relational 
databases is automatically generated using a portion of the metadata . 
...Synchronization system; and Computer-readable medium storing databases 
synchronization program. . . 

. . ,»USE - For automatically synchronizing different classes of databases 
such as DB/2 database , LOTUS NOTES database , etc... 

. . .ADVANTAGE - Allows user to easily store and manipulate information in 
two different classes of databases , thereby decreasing development 
time and maintenance effort... 

...DESCRIPTION OF DRAWINGS - The figure shows the block diagram of the 
database synchronization system... 

. . .102 Repository database 

Title Terms. .. /Index Terms /Additional Words: DATABASE ; ... 



MAP ; 



Original Publication Data by Authority 



Original Abstracts : 

A system and method for synchronizing a first database and a second 
database is disclosed. The first database is of a first class, while 
the second database is of a second class. In one aspect, the method 
and system include providing a repository database for storing metadata 
regarding the first database and the second database , automatically 
generating the first database using a first portion of the metadata 
and automatically generating the second database using a second 
portion of the metadata . The method and system further include 
automatically generating a mapping between the first database and the 

second database using a third portion of the metadata stored in the 
repository database . In a second aspect, the first database is a 
preexisting database . In this aspect, the method and system include 
providing a repository database for storing metadata regarding the 
first database and the second database and automatically generating 
the second database using a first portion of the metadata . In this 
aspect, the method and system further include automatically generating a 
mapping between the first database and the second database using a 

second portion of the metadata stored in the repository database . 



. . .A system and method for synchronizing a first database and a second 

database is disclosed. The first database is of a first class, 
while the second database is of a second class. The method and system 
include providing a repository database for storing metadata regarding 
the first database and the second database , automatically 
generating the first database using a first portion of the metadata 
and automatically generating the second database using a second 
portion of the metadata . The method and system further include 
automatically generating a mapping between the first database and the 

second database using a third portion of the metadata stored in the 
repository database. 
Claims : 

What is claimed is: b 1 /b . A method for synchronizing a first database 

of a first class and a second database of a second class 
comprising the steps of: (a) providing a repository database for storing 
metadata regarding the first database and the second database ; (b) 
automatically generating the first database using a first portion of 
the metadata ; (c) automatically generating the second database using a 

second portion of the metadata ; and(d) automatically generating a 
mapping between the first database and the second database using a 
third portion of the metadata stored in the repository database . 

» • • 

. . .A method for synchronizing a first database of a first class and a 
second database of a second class comprising the steps of: (a) 
providing a repository database for storing metadata regarding the first 
database and the second database wherein the first database is of 
a different type than the second database and metadata comprises 



information describing the structure of a database ; (b) automatically 
generating the first database using a first portion of the metadata 
; (c) automatically generating the second database using a second 
portion of the metadata ; and(d) automatically generating a mapping 
between the first database and the second database using a third 
portion of the metadata stored in the repository database. 
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Metadata stream generation method in data processing system, involves 
placing attribute call associated with primitive call, and primitive call, 
in metadata stream 

Patent Assignee: INT BUSINESS MACHINES CORP (IBMC) 
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Patent Application 

Number Kind Date Number Kind Date Update 

US 6510426 Bl 20030121 US 1998163915 A 19980930 200333 B 

Priority Applications (no., kind, date): US 1998163915 A 19980930 
Patent Details 

Number Kind Lan Pg Dwg Filing Notes 

US 6510426 Bl EN 14 10 

Metadata stream generation method in data processing system, involves 
placing attribute call associated with primitive call, and primitive call, 
in metadata stream 

Original Titles : 

Method and apparatus for compacting a metadatas stream in a data 
processing system 

Alerting Abstract ...NOVELTY - An attribute call is received to set an 
attribute. In response, a first database is queried to determine 
whether the attribute call is present in the first database . The first 

database is updated in response to the attribute call being absent in 
the first database . In response to receiving a primitive call, an 
attribute call is associated with the primitive is received from the 
first database . . . .made as to whether the attribute call associated with 
the primitive is present in a second database . The second database 
is updated to include the attribute call associated with the primitive 
call in response to the attribute call associated with the primitive call 
being absent in the second database . The attribute call associated with 
the primitive call, and the primitive call, are placed in the metadata 
stream. . . 

...USE - For generating metadata stream in data processing system used 
in many types of applications, such as spreadsheets , graphical 
applications, image applications, and front ends to databases . 



...ADVANTAGE - Attribute calls can be effectively managed in either the 
crqation of metadata stream or via a post processor to significantly 
reduce- the overhead required to process the metadata stream 

Class Codes 

International Classification (Main) : G06F-017/00 
Manual Codes (EPI/S-X) : T01-J05B1 . . . 



. . . T01-J05B4M . . . 



. . . T01-S03 

Original Publication Data by Authority 



Original Abstracts: 

A method and apparatus in a data processing system for generating a 
metadata stream. An attribute call is received to set an attribute. In 
response, a first database is queried to determine whether the 
attribute call is present in the first database . The first database 
is updated in response to the attribute call being absent in the first 
database . In response to receiving a primitive call, an attribute call 
associated with the primitive is retrieved from the first database . A 
determination is made as to whether the attribute call associated with the 
primitive is present in a second database . The second database is; 
updated to include the attribute call associated with the primitive call 
in response to the attribute call associated with the primitive call being 
absent in the second database . The attribute call associated with the 
primitive call and the primitive call is placed in the metadata stream. 
Claims : 

What is claimed is:l. A method in a data processing system for generating 
a metadata stream, -the method comprising the data processing system 
implemented steps of: receiving an attribute call to set an 
attribute /querying a first group of attributes to determine whether the 
attribute call is present and identical within the first group of 
attributes; updating the group of attributes in response to an absence of 
a determination that the attribute call is present and identical to an 
attribute call in the first group attributes; receiving a primitive 
call; retrieving an attribute associated with the primitive from the first 
group of . . . 

...primitive is present and identical to an attribute call in a second 
group of attributes; updating the second group of attributes to include 
the attribute call associated with the primitive call... 

. . . andplacing the attribute call associated with the primitive call and the 
primitive call in the metadata stream. 
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files that are organized into data slices including ID number and 
descriptor, into image files 
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Data management system has image conversion processor which converts data 

files that are organized into data slices including ID number and 
descriptor, into image files 

Alerting Abstract ...NOVELTY - A file organizing processor (24) 
organizes data files received from an input processor (22), into 
data slices including ID number and descriptor. A logging processor (28) 
logs the data files in a local database (26) that is uploaded to a 
global database (30) . An image conversion processor (36) converts the 
data files into image files that is exported by an output processor 
(38).... USE - For managing data file of different format such as 
Microsoft Mail , Outlook, GroupWise, Lotus Notes, Word, Excel, PowerPoint 
and Access stored in hard drive, floppy disk, backup tape, CD, optical 



device, etc., operated by different operating system such as UNIX, NOVELL, 
NT . . . 

...ADVANTAGE - Automated data management system is provided for logging, 
processing and reporting large volume of data files in an efficient 
manner. The time required to generate a report containing organized image 
files , is substantially reduced , hence the quality and efficiency of the 

data files are improved. Duplication of data files is eliminated 
and size of the data files are reduced , . thus parallel processing of 
the data files is enabled. . . 

... 2 6 local database . 

■ * ■ 
a 

... 30 global database 



Title Terms. .. /Index Terms /Additional Words: ID ; 
Original Publication Data by Authority 



Original Abstracts : 

...different versions, stored on different media, and/or run by different 
operating systems, includes a first processor for restoring a plurality 
of received data files , the data files being capable of being 
different file types; a file organizing/categorizing processor for 
organizing the received data files into data slices, each data 
slice including an identification number and a descriptor that describes 
characteristics of the received data file; a file logging processor for 
logging the. received data files into a first database based on the 
data slices; a data uploading processor for uploading the first 
database to a second database ; a de-duplicate processor for 
calculating a SHA value of the received data files to determine 
whether the received data files have duplicates and flagging 
duplicated data files in the second database ; an image conversion 
processor for converting at least a portion of the received data files 

into image files ; and a second processor for exporting the image 
files . 



...different versions, stored on different media, and/or run by different 
operating systems, includes a first processor for restoring a plurality 
of received data files , the data files being capable of being 
different file types; a file organizing/categorizing processor for 
organizing the received data files into data slices, each data 
slice including an identification number and a descriptor that describes 
characteristics of the received data file; a file logging processor for 
logging the received data files into a first database based on the 
data slices; a data uploading processor for uploading the first 
database to a second database ; a de-duplicate processor for 
calculating a SHA value of the received data files to determine 
whether the received data files have duplicates and flagging 
duplicated data files in the second database ; an image conversion 
processor for converting at least a portion of the received data files 
into image files ; and a second processor for exporting the image 



files 



...different versions, stored on different media, and/or run by different 
operating systems, includes a first processor for restoring a plurality 
of received data files , the data files being capable of being 
different file types; a file organizing/categorizing processor for 
organizing the received data files into data slices, each data 
slice including an identification number and a descriptor that describes 
characteristics of the received data file; a file logging processor for 
logging the received data files into a first database based on the 
data slices; a data uploading processor for uploading the first 
database to a second database ; a de-duplicate processor for 
calculating a SHA value of the received data files to determine 
whether the received data files have duplicates and flagging 
duplicated data files in the second database ; an image conversion 
processor for converting at least a portion of the received data files 

into image files ; and a second processor for exporting the image 
files . 



...des fichiers de donnees recus en fichiers d ? images; et un second 
processeur permettant d 1 exporter les fichiers d 1 images. 
Claims : 

What is claimed is: b 1 /b . A data management system, comprising: a first 
processor for restoring a plurality of received data files , the data 

files being capable of being different file types; a file 
organizing/categorizing processor, coupled to the first processor, for 
organizing the received data files into data slices, each data 
slice including an identification number and a descriptor that describes 
characteristics of the received data file ;a file logging processor, 
coupled to the file organizing/categorizing processor, for logging the. 
received data files into a first database based on... 

. . .processor, coupled to the data uploading processor, for calculating a 
SHA value of the received data files to determine whether the received 

data files have duplicates and flagging duplicated data files in 
the second database ; an image conversion processor, coupled to the 
de-duplicate processor, for converting at least a portion of the received 

data files into image files; and a second processor, coupled to the 
image conversion processor, for exporting the image files. 
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Hyperlink reference tracking/re-directing method in client/ server 
computer system, involves selecting information including tracking resource 
locator and data, to make client use tracking and content resource 
locators 
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Hyperlink reference tracking/re-directing method in client/ server 
computer system , involves selecting information including tracking resource 
locator and data, to make client use tracking and content resource 
locators 

Original Titles: 

Method and apparatus for redirection of server external hyper- link 
references . . . 

. . .Method and apparatus for redirection of server external hyper- link 
references 

Alerting Abstract ...The informational element is identified on the 
client system, with an information obtained from a content server 
through a content resource locator. The selection of the informational 
element including tracking resource locator and accounting data, causes 
the client to use the tracking and content resource locators to provide 
data to the tracking server , and to obtain data from content server 
respectively. .. .USE - For tracking and re-directing hyperlink reference 



in client and server computer systems connected through Internet... 

...ADVANTAGE - The reference identifier and a redirection directive are 
maintained with the URL specification provided by the client. Thus 
increases the efficiency of tracking method. Eliminates the need of 
multiple external data references. Thus minimizes the CPU and disk 
intensive load on the web server computer system. . . 

...DESCRIPTION OF DRAWINGS - The figure shows a flow diagram explaining the 
hyperlink reference tracking./re-directing method. 
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Original Publication Data by Authority 



Original Abstracts : 

A message is provided to a tracking server system in response to a client 
system referencing a predetermined resource locator that corresponds to a 
resource external to the tracking server system. The tracking server 
system indirectly provides for the client system to have an informational 
element selectable by the client system, where the informational element is 
graphically identified on the client system with informational content 
obtainable from a content server system through use of a content 
resource locator. The informational element includes a tracking resource 
locator, referencing the tracking server system, and data identifying the 
informational element. The selection of the informational element causes 
the client system to use the tracking resource locator to provide the data 
to the tracking server system and to use the content resource locator 
to obtain the informational content from the content server system. . . 

. . .A message is provided to a tracking server system in response to a 
client system referencing a predetermined resource locator that corresponds 
to a resource external to the tracking server system. The tracking 
server system indirectly provides for the client system to have an 
informational element selectable by the client system, where the 
informational element is graphically identified on the client system with 
informational content obtainable from a content server system through 
use of a content resource locator. The informational element includes a 
tracking resource locator, referencing the tracking server system, and 
data identifying the informational element. The selection of the 
informational element causes the client system to use the tracking resource 
locator to provide the data to the tracking server system and to use the 
content resource locator to obtain the informational content from the 
content server system. 
Claims : 

b 1 /b . A method of providing a message to a tracking server system in 



response to a client system referencing a predetermined resource locator 
that corresponds to a resource external to said server system, said 
method comprising the steps of:a) providing for a client system to have... 

...client system, wherein said informational element is graphically 
identified on said client system with informational content obtainable 
from a first serve system through use of a first resource locator, and 
wherein said informational element includes a second resource locator 
referencing a second server system and data identifying said 
informational element; b) providing for said client system to use said 
second resource locator to provide said data to said second server 
system in response to the selection of said informational element; andc) 
providing for said client system to use said first resource locator to 
obtain said informational content from said first server system in 
response to the selection of said informational element... 

...What is claimed is:l. A method of providing a message to a tracking 
server system in response to a client system referencing a predetermined 
resource locator that corresponds to a resource external to said server 
system, said method comprising the steps of: a) providing for a client 
system to. . . 

...said client system, wherein said informational element is graphically 
identified on said client system with informational content obtainable 
from a first server system through use of a first resource locator, 
and wherein said informational element includes a second resource locator 
referencing a second server system and data identifying said 
informational element ;b) providing for said client system with said second 
resource locator to provide said data to said second server system in 
response to the selection of said informational element; andc) providing 
for said client system to use said first resource locator to obtain said 
informational content from said first server system in response to the 
selection of said informational element. 
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Alerting Abstract ...NOVELTY - The method involves updating a location 
component in a destination file server . A stub file is replaced 
for a specified file f s full content if full content of the specified 
file is not transferred , upon receipt of a client request for the 
specified file . The stub file for the specified file is a higher 
priority task than replacing the stub files for non-requested files 
...USE - Used for computer primary data storage system e.g. magnetic 
disk drive, magnetic tape drive and optical disk drive... 

...ADVANTAGE - The method provides effective data protection while 
reducing the time necessary for clients to regain access to their data 
after complete loss of a file server . 
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...DESCRIPTION OF DRAWINGS - The drawing shows a data storage system 
across three data centers... 
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Original Abstracts : 

The present invention relates to computer primary data storage 

systems and methods that provide comprehensive data protection. . . 

...The present invention relates to computer primary data storage 

systems and methods that provide comprehensive data protection... 

...The present invention relates to computer primary data storage 
systems and methods that provide comprehensive data protection... 
Claims : 

What is claimed is: b 1 /b . A method for transferring a set of files , 
the method comprising: receiving metadata and stub files associated 
with the set of files at a destination fileserver ; updating a location 
component in the destination fileserver to maintain a list of 
repository nodes that are associated with each file in the set of files 
/replacing each stub file with the full content of the file 
associated with the stub file ; andwhile replacing each stub file, 
upon receipt of a client request for a specified file in the set of files, 
if the full content of the specified file has not yet been 
transferred, then replacing the stub file for the specified file with 
the specified file's full content, wherein replacing the stub file 
for the specified file is a higher priority task than replacing the 
stub files for non- requested files. 



